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ABSTRACT. In this paper we propose an efficient multivariate encryption sche-
me based on permutation polynomials over finite fields. We single out a commu-
tative group L(q,m) of permutation polynomials over the finite field Fqm . We
construct a trapdoor function for the cryptosystem using polynomials in L(2,m),
where m = 2k for some k ≥ 0. The complexity of encryption in our public key

cryptosystem is O(m3) multiplications which is equivalent to other multivari-
ate public key cryptosystems. For decryption only left cyclic shifts, permutation
of bits and xor operations are used. It uses at most 5m2+3m−4 left cyclic shifts,
5m2+ 3m+ 4 xor operations and 7 permutations on bits for decryption.

1. Introduction

Public key cryptography is used in e-commerce for authentication and secure
communication. The most widely used cryptosystems RSA and ECC (elliptic
curve cryptosystems) are based on the problem of integer factorization and dis-
crete logarithm, respectively.

Multivariate public key cryptosystems are based on the problem of solving
a system of nonlinear equations over a finite field, which is proven to be NP-
-complete. MIC∗, the first practical public key cryptosystem based on this prob-
lem was proposed in 1988 by T. Matsumoto and H. Imai [3]. The MIC∗ public

key cryptosystem was based on the idea of hiding a permutation monomial x2
k

,
for k = 2t + 1 by two invertible linear transformations. Though MIC∗ was more
efficient than RSA and ECC, it was broken by Patarin in 1995 [5]. In 1996,
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Patarin [6] gave a generalization of MIC∗ called HFE. However, the HFE cryp-
tosystem was not as efficient as the original MIC∗. The basic instance of HFE

was broken in 1999 [11]. The attack was based on the fact that every system
of homogeneous quadratic polynomials has a matrix representation. Using this
matrix representation a highly overdefined system of equations can be obtained
which can be solved by a new technique called relinearization [11]. Other pos-
sible attacks on the HFE scheme can be found in [15], [20] and [21]. Patarin [7]
investigated whether it is possible to repair MIC∗ with the same kind of compu-
tation efficiency. He designed some multivariate cryptosystems known as Little
Dragon and Big Dragon with public key of multivariate polynomials of total
degree 2 and 3 respectively, and with efficiency comparable to MIC∗. In Dragon
cryptosystems, the public key was of mixed type which is quadratic in plain-
text variables and linear in ciphertext variables. However, Patarin found [7]
that Dragon scheme with one hidden monomial is insecure. In 2010 [31] and
in 2011 [30], Singh et al. proposed efficient Dragon type multivariate public key
cryptosystems using permutation polynomials over finite fields. A public key
scheme based on the composition of tame transformation methods (TTM) was
proposed in 1999 [10]. This scheme has been broken in 2000 [13], where the
cryptanalysis is reduced to an instance of the Min-Rank problem that can be
solved within a reasonable time. In 2004 Ding [22] proposed a perturbed vari-
ant of MIC∗ called PMI. The PMI system attempts to increase the complexity
of the secret key computations in order to increase security, using a system
of r arbitrary quadratic equations over a finite field with the assumption that
r � n, where n is the bitsize. PMI was broken by Fouque, Granboulan and
Stern [23]. The trick of the attack on PMI is to use differential cryptanalysis
to reduce the PMI system to the MIC∗ system. Another cryptosystem called
Medium Field Equation (MFE) was proposed in 2006 [26] which was broken by
Ding in 2007 [27] using high order linearization equation attack. A multivariate
public key cryptosystem called the Simple matrix scheme (or ABC) was pro-
posed by Tao et al. in 2013 [32]. This cryptosystem uses matrices of plaintext
variables. In 2015 [35], Tao et al. presented a modified version of this cryptosys-
tem which solves the decryption failure problem of the original Simple matrix
scheme. In [38], [37], D. Moody et al. and Gu Chunsheng presented some attacks
on Simple matrix scheme. Another multivariate public key cryptosystem called
SRP was proposed by Yasude et al. in 2015 [36]. This cryptosystem combines
several multivariate public key cryptosystems into one which seems to prevent
some of the known attacks on multivariate cryptosystems. But, it was broken by
R. Perlner et al. in 2017 [39]. One more multivariate encryption scheme called
ZHFE was proposed by Jaiberth Porras et al. in 2017 [33]. This cryptosystem
uses two high rank HFE polynomials to construct the public key. Unfortunately,
this cryptosystem was also broken by Cabarcas et al. in 2017 [40] using the rank
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attack. It is well known that multivariate cryptography is one of the directions
of post quantum cryptography and we see that the most of the multivariate
encryption schemes are broken. So, there is a strong motivation to develop new
practical multivariate encryption schemes. In contrast to multivariate encryp-
tion schemes, there are several practical multivariate signature schemes which
are secure and fast, (see [24], [12], [16], [34]). For a detailed introduction of mul-
tivariate public key cryptography, we refer the interested readers to [25]. An
interesting introduction of hidden monomial cryptosystems can be found in [9].

Most of the multivariate public key cryptosystems use a quadratic function F
hidden by two secret invertible linear transformations s and t. The structure is
generally described as y = t(F (s(x))), where x is the plaintext variable. Hiding
F (x) by two invertible linear transformations s and t is not working effectively.
A close observation of the weaknesses in the existing multivariate public key
cryptosystems based on this structure suggests that apart from exploring the
use of new classes of higher degree functions it is appropriate to make modifica-
tions to the structure itself to build new multivariate cryptosystems. A possible
alternative structure is

F1(S1(y)) = T (F (S(x))) (1)

where S1, T, S are invertible linear (or affine) transformations. The secret func-
tion F (x) is quadratic and invertible (or injective) in the plaintext variable x.
The function F1(y) is high degree and invertible in the ciphertext variable y.
The structure (1) is a generalization of the existing structure in the sense that if
S1 and F1 are taken to be the identity mappings, then the new structure is equiv-
alent to the existing structure. The aim of this paper is to propose a cryptosys-
tem with structure (1) and based on a new class of permutation polynomials.
This is a highly revised and updated version of our multivariate cryptosystem
from cryptology e-print archive [29]. In Section 2, we single out a commutative
group L(q,m) of permutation polynomials over the finite field Fqm , where q is a
prime power. In Section 3, we use this group of permutation polynomials to con-
struct a trapdoor function and propose a new cryptosystem with structure (1)
based on the problem of solving a system of nonlinear equations over a finite
field.

Like Dragon cryptosystems, the public key in our cryptosystem is of mixed
type. The public key consists of two sets of quadratic multivariate polynomials.
We make some security analysis in Section 4 and see that the proposed cryp-
tosystem is secure against usual known attacks on existing multivariate public
key cryptosystems. Computation with polynomials in the group L(2,m) is fast,
which makes the proposed cryptosystem efficient. The efficiency of the proposed
cryptosystem is analyzed in Section 5 and some comparisons with HFE and
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ZHFE cryptosystems are made in Section 6. A toy example is provided in Ap-
pendix A to give an idea how key generation, encryption and decryption work
in the proposed cryptosystem.

2. Preliminaries

Let q be a prime power and Fq be the finite field of order q. An element
ϑ in Fqm , the extension of Fq of degree m, is normal over Fq if the elements

ϑ, ϑq, . . . , ϑq
m−1

form a basis (called a normal basis) of Fqm over Fq. Suppose

B = {ϑ, ϑq, . . . , ϑqm−1} is a fixed normal basis of Fqm over Fq. We identify the

element x =
∑m−1

i=0 xiϑ
qi of Fqm with (x0, x1, . . . xm−1) and thereby Fqm with

F
m
q , the set of all m-tuples over Fq. When q = 2, we denote the Hamming weight

of x by w(x).

It is easy to see that the operation x �→ xq maps x = (x0, x1, . . . , xm−1) to
(xm−1, x0, . . . , xm−2) which is just one cyclic shift of x. Hence the cost of expo-
nentiating by q is negligible.

A polynomial f(x) over Fq is called a permutation polynomial of Fq if it in-
duces a one-to-one map on Fq onto itself. Permutation polynomials have been
a subject of study for almost one and a half century and have applications
in many fields including Cryptography (see [2], [4] and [1, Chapter 7]). Permu-
tation polynomials have been used to design efficient multivariate public key
cryptosystems [31], [30]. A polynomial L(x) over Fqm is called a linearized poly-
nomial (or a p-polynomial ) over Fq, if

L(x) =

k∑
i=0

αix
qi (2)

for some αi ∈ Fqm . A linearized polynomial L(x) satisfies the following:

L(β+γ) = L(β)+L(γ) and L(aβ) = aL(β) for all β, γ ∈ Fqm and a ∈ Fq.

Thus, L : x �→ L(x) is a linear operator of the vector space Fqm over Fq.
Consequently, L(x) is a permutation polynomial of Fqm if and only if 0 is the
only root of L(x) in Fqm .

Corresponding to an element α = (α0, α1, . . . , αm−1) of Fqm , we define a
linearized polynomial Lα(x) on Fqm by

Lα(x) =

m−1∑
i=0

αix
qi . (3)

It is known that each function on Fqm is given by a unique polynomial of degree
at most qm − 1 (see Chapter 7 of [1]). Since the polynomial Lα(x) is of degree
at most qm−1, the polynomials Lα(x) generated from different α are distinct as
functions on Fqm .
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Let
α = (α0, α1, . . . , αm−1) and β = (β0, β1, . . . , βm−1) be elements of Fqm .

The convolution α ∗ β of α and β is defined by

α ∗ β = (γ0, γ1, . . . , γm−1), where γr =
m−1∑
i=0

αiβ(r−i) mod m.

Clearly, α ∗ β = β ∗α. It can be easily verified that convolution is an associative
binary operation. Moreover, we have

Lα(β) =

m−1∑
i=0

αiβ
qi = α0(β0, . . . , βm−1) + α1(βm−1, β0, . . . , βm−2) + · · ·+

αm−1(β1, β2, . . . , β0) = α ∗ β.
In particular, Lα(β) = Lβ(α). We denote by Lα ◦ Lβ the composition of the
functions Lα and Lβ . Then, for any γ ∈ Fqm we have

Lα ◦ Lβ(γ) = Lα(β ∗ γ) = α ∗ β ∗ γ = Lα∗β(γ),
that is,

Lα ◦ Lβ = Lα∗β .

With composition as multiplication and with usual addition, the polynomials
Lα form a commutative ring LR(q,m).

The ring LR(q,m) is isomorphic to the commutative ring Fq[U ]/(Um − 1)
with unity. This is seen as follows: for α = (α0, . . . , αm−1) define

ψLα =

m−1∑
i=0

αiU
i ∈ Fq[U ]/(Um − 1).

Then ψ is an isomorphism of LR(q,m) onto Fq[U ]/(Um − 1). Indeed, if

α = (α0, . . . , αm−1) and β = (β0, . . . , βm−1) ∈ Fqm ,
then

(ψLα)(ψLβ) =

(
m−1∑
i=0

αiU
i

)(
m−1∑
i=0

βiU
i

)

=

m−1∑
r=0

U r

⎛
⎝ ∑

i+j= rmodm

αiβj

⎞
⎠

= ψ(Lα∗β) = ψ(Lα ◦ Lβ).

Let L(q,m) denote the group of units of LR(q,m), that is, the group of all
invertible linearized polynomials Lα.

We consider the case q = 2,m = 2k, k ≥ 0. An element u =
∑m−1

i=0 αiU
i ∈

F2[U ]/(Um − 1) is invertible if and only if (α0, . . . , αm−1) has odd weight.
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Thus, Lα ∈ L(2,m) if and only if w(α) is odd, and therefore L(2,m) has
order 2m−1. Because um = 1 in F2[U ]/(Um − 1), the m times composition
Lm
α of Lα with itself is Lϑ, the identity of L(2,m). In particular, order of Lα

in L(2,m) is a divisor of m and Lm−1
α is the inverse of Lα. Suppose α, β are

elements in F22k of odd weight. Then Lα ◦ Lβ = Lα∗β ∈ L(2,m). This implies

Lα(β) = α ∗ β is of odd weight. In particular, Lα permutes the elements of F22k

which are of odd weight.

We summarize the previous discussion in the following proposition.

����������� 2.1	

(a) Let α and β be elements of Fqm . Then

Lα(β) = Lβ(α) = α ∗ β and Lα ◦ Lβ = Lα∗β .

(b) The invertible linearized permutation polynomials over Fqm form a com-
mutative group L(q,m).

(c) Let q = 2 and m = 2k, for some k. Then Lα is a permutation polynomial if
and only if w(α) is odd. In particular, the group L(2,m) has order 2m−1.

(d) If α ∈ F2m is of odd weight, then Lα permutes the elements in F2m which
are of odd weight.

3. The proposed public key cryptosystem

In this section we present a multivariate public key cryptosystem with struc-
ture (1) using the group L(2,m), where m = 2k for some positive integer k.
To obtain the quadratic polynomials we use convolution of bits. We have seen
that the convolution of two binary strings is equivalent to the composition of cor-
responding linearized polynomials and that the convolution of two binary strings
of odd weight is a binary string of odd weight. For x ∈ F2m and a positive inte-
ger � let (x)� denote the � times convolution of x with itself. We denote by OFm

2

the set of all elements of Fm
2 of odd weight. For the rest of this article, m = 2k

for some positive integer k.

Before presenting the cryptosystem, we consider the following results which
will be required in the sequel.


��� 3.1	 Let x = (x0, x1, . . . , xm−1) ∈ F
m
2 and � be a positive integer less

than 2m. If (x)� = (h0, h1, . . . , hm−1), then the coordinates hi are polynomials
in xi of degree w(�), where w(�) denotes the Hamming weight of � in the base-2
number system.
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P r o o f. We have

(x)2 = (c0, c1, . . . , cm−1), where c2i+1 = 0 and c2i = xi + xm
2 +i.

Thus, the coordinates cj of (x)2 are linear functions of xi. Consequently, the

coordinates of (x)2
u

are linear functions of xi for any positive integer u.
On the other hand, if y = (y0, y1, . . . , ym−1) 	= x and each of yj is a poly-
nomial in xi of degree d < m, then the coordinates of x ∗ y are polynomials
in xi of degree d+1. Therefore, the result follows by induction on the Hamming
weight of �. �


��� 3.2	 If � is a positive integer co-prime to m, then the function h� :
OFm

2 → OFm
2 defined by h�(x) = (x)� is a bijection.

P r o o f. Since � and m are co-prime, there exist integers r and s such that
�r = 1 + sm. If y = h�(x) = (x)�, then L(y)r = L(x)�r = L�r

x = L1+sm
x = Lx,

since Lm
x = Lϑ, the identity of L(2,m). Consequently, x = (y)r, and therefore,

h� is invertible. �

�������� 3.3	 If a ∈ F
m
2 is of even weight and b ∈ F

m
2 is of odd weight, then

the function x �→ a+ b ∗ (x)2m−1 is a bijection of OFm
2 onto itself.

P r o o f. We have b ∗ (x)2m−1 = Lb((x)
2m−1) = Lb ◦h2m−1(x) and Lb ◦h2m−1 is

a bijection of OFm
2 onto itself. Since the xor of a binary string of even weight and

a binary string of odd weight is of odd weight, the given function is a bijection
of OFm

2 onto itself. �

3.1. Public key generation

We consider a message to be a binary string (x0, x1, . . . , xm−2). We adjoin
an additional bit xm−1 so that X = (x0, x1, . . . , xm−1) is a binary string of odd
weight. After decryption one can just ignore the last bit xm−1. Thus, the plain-
text variable X is a generic element of OF2m , and xi, 0 ≤ i ≤ m − 1, are the
plaintext variables. In conformity with the structure (1), the ciphertext would
be an element Y = (y0, . . . , y2m−1) in F

2m
2 which is to be computed by solving

a system of linear equations in yi. For generating the public key, which will be
a set of degree three nonlinear equations, linear in yi and quadratic in xi, we
use a set consisting of eight linearized permutation polynomials from the groups
L(2,m) and L(2, 2m), eight permutations of bits and ten field elements.

Choose Lαi
, 1 ≤ i ≤ 6, in the group L(2,m) and Lβi

, i = 1, 2,, in the group
L(2, 2m). Let πi, 1 ≤ i ≤ 6, be random permutations of the bits in (t0, . . . , tm−1),
and ηi, i = 1, 2, random permutations of the bits in (t0, . . . , t2m−1). Choose
nonzero elements σi, 1 ≤ i ≤ 6, of even weight in F2m , and δi, i = 1, 2 of even
weight in F22m . Further, choose γ1 ∈ F22m of even weight and γ2 ∈ F22m of odd
weight.
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Define T ′
i = Lαi

◦πi, 1 ≤ i ≤ 6, and S′
i = Lβi

◦ ηi, i = 1, 2 where “◦” denotes
composition of mappings. Next, define the affine transformations

Ti = T ′
i + σi, 1 ≤ i ≤ 6, and Si = S′

i + δi, i = 1, 2.

Clearly, Ti are bijections from OFm
2 onto itself, and Si are bijections of OF2m

2

onto itself.

First, we transform the plaintext X = (x0, . . . , xm−1) with T1 and T2 and put

X(1) = T1 (X) , (4)

X(2) = T2 (X) . (5)

Since T1 and T2 are affine transformations, the coordinates of X(1) and X(2) are
linear polynomials in the plaintext variables xi.

Next, we compute

X(3) = T3

((
X(1)

)2 ∗X(2)
)

(6)
and

X(4) = T4

(
X(1) ∗X(2)

)
+ T5

((
X(1)

)2 ∗X(2)
)
. (7)

In the sequel, we will consider the function F (X) = (X(3), X(4)) which maps an
element X of OFm

2 into F
2m
2 . Suppose

X(3) = (f0, . . . , fm−1) and X
(4) = (fm, . . . , f2m−1). (8)

In view of Lemma 3.1, the coordinates of (X(1))2 are linear expressions in the
plaintext variables xi, and therefore the coordinates fi, 0 ≤ i ≤ m − 1, of X(3)

are quadratic polynomials in xi. Similarly, the coordinates fi,m ≤ i ≤ 2m− 1,
of X(4) are quadratic polynomials in xi.

Since T3 and T4 are bijections of OFm
2 onto itself, it follows from (6) and (7)

that for any X of odd weight X(3) is of odd weight and X(4) is of even weight.
Consequently, F : X �→ (f0, f1, . . . , f2m−1) is a function from OFm

2 to OF2m
2 .

Next, consider the functions Y �→ Z = S1(Y ) and Z �→ γ1+γ2∗(Z)2m−1 from
OF2m

2 into itself. Because S1 is a bijection, Corollary 3.3 yields that Y �→ γ1 +
γ2 ∗ (Z)2m−1 is a bijection of OF2m

2 . Clearly, the coordinates of γ1+γ2 ∗ (Z)2m−1

are polynomials in the coordinates yi of Y .

We impose the following relation that is to be satisfied by the plaintext and
ciphertext variables

S2 (F (T6(X))) = γ1 + γ2 ∗ (Z)2m−1. (9)

We have γ2 ∗ (Z)2m = L2m
Z (γ2) = Lϑ(γ2) = γ2, where Lϑ is the identity

of L(2, 2m). Taking convolution of each side of (9) with Z, we have the fol-
lowing relation between the plaintext and the ciphertext variables:

S2(F (T6(X))) ∗ Z + γ1 ∗ Z + γ2 = 0. (10)
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Since S1 and S2 are affine transformations, the coordinates of Z = S1(Y ) are lin-
ear expressions in the ciphertext variables yi and the coordinates of S2(F (T6(X)))
are quadratic polynomials in the plaintext variables xi, 0 ≤ i ≤ m − 1.
Equating the coordinates of the left side of (10) to zero, we get a system of 2m
polynomial equations, each of total degree 3 in the variables xi and yj , with
degree 1 in the variables yj . The system is of the form

∑
arijlxixjyl+

∑
brilxiyl+

∑
crijxixj+

∑
drlyl+

∑
erixi+fr = 0

(0 ≤ r ≤ 2m− 1). (11)

The system (11) is the required public key of the cryptosystem. Each of the
equations in (11) will have some terms xixjyl of degree three with nonzero
coefficients. Each of them will also have terms xiyl of degree two and linear terms
in xi and yl with nonzero coefficients, since σ and δ’s are nonzero. Thus, given
a ciphertext Y , i.e., a set of values of the variables yl, the public equations (11)
are nonlinear and non-homogeneous in xi.

Each of equations in (11) is of degree three and so will have O(m3) terms.
As there are 2m equations, total public key size will be of O(m4) terms. Though
this seems to be large, it is possible to reduce the size to O(m3) terms which
can be seen as follows:

Consider the coefficients hrl =
∑
arijlxixj of yl in the r-th equation of (11).

It follows from (10) that each hrl is a linear combination of the second degree
homogeneous parts of f0, f1, . . . , f2m−1. Therefore at most 2m quadratic poly-
nomials hrl can be independent. Writing each hrl as a linear combination in λ
quadratic polynomials g1, . . . , gλ, λ ≤ 2m, the public key can be expressed as
two sets of quadratic equations

gs =
∑

hsijxixj,

and∑
a′rs lgsyl +

∑
brilxiyl +

∑
crijxixj +

∑
drlyl +

∑
erixi + fr = 0,

where

1 ≤ s ≤ λ, 0 ≤ r ≤ 2m− 1.

Since the reduction of the public key size to O(m3) terms can be done in poly-
nomial time, it does not change the security of the cryptosystem.

3.2. Secret Key

The affine transformations (T1, T2, T3, T4, T5, T6, S1, S2) and the field elements
(γ1, γ2) form the required secret key.

147



RAJESH P. SINGH — BHABA K. SARMA — ANUPAM SAIKIA

3.3. Encryption

The encryption algorithm consists of the following two steps:

(1) First, substitute the plaintext (x0, . . . , xm−1) in the 2m equations in (11)
and get the 2m linear equations in ciphertext variables yi, 0 ≤ 2m− 1.

(2) Next, using Gaussian elimination solve the system of linear equations to
obtain the ciphertext (y0, . . . , y2m−1).

It follows from the equation (9) that

S2(F (T6(X))) + γ1 = γ2 ∗
(
S1(Y )

)2m−1

or (
S2(F (T6(X))) + γ1

) ∗ (γ2)2m−1 =
(
S1(Y )

)2m−1
.

For α ∈ OF22m one gets Lα = L
(2m−1)(2m−1)
α = L(α)(2m−1)(2m−1) , and therefore

(α)(2m−1)(2m−1) = α.

Thus, the plaintext variable X and the ciphertext variable Y satisfy the relation

S1(Y ) =
((
S2(F (T6(X))) + γ1

) ∗ γ2m−1
2

)2m−1

, (12)

which yields the encryption function E as

E(X) = Y = S−1
1

[((
S2(F (T6(X))) + γ1

) ∗ γ2m−1
2

)2m−1
]

= S−1
1

[(
S2(F (T6(X))) + γ1

)2m−1 ∗ γ2
]
. (13)

Since F (X) and γ2 are of odd weight and γ1 is of even weight, for a given

X ∈ OF2m we note that
(
S2(F (T6(X))) + γ1

)2m−1 ∗ γ2 ∈ OF22m , and therefore
the encryption function E from OF2m to OF22m is well-defined.

������� 3.1	 The encryption function E is a bijection from OF2m to the set
E(OF2m) of all valid ciphertexts in OF22m .

P r o o f. Suppose X1, X2 ∈ OF2m such that E(X1) = E(X2). Then, we have(
S2(F (T6(X1))) + γ1

)2m−1 ∗ γ2 =
(
S2(F (T6(X2))) + γ1

)2m−1 ∗ γ2.
Let T6(X1) =W1, T6(X2) =W2. Taking 2m−1 times convolutions of both sides
we get (

S2(F (W1)) + γ1
) ∗ (γ2)2m−1 =

(
S2(F (W2)) + γ1

) ∗ (γ2)2m−1.

Again taking the convolution of both sides with γ2 and noting that (γ2)
2m = ϑ′,

the identity of convolution, and that the linear transformation S2 is invertible,
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we have F (W1) = F (W2), i.e.,

T3

((
W

(1)
1

)2 ∗W (2)
1

)
= T3

((
W

(1)
2

)2 ∗W (2)
2

)
and

T4

(
W

(1)
1 ∗W (2)

1

)
+T5

((
W

(1)
1

)2 ∗W (2)
1

)
= T4

(
W

(1)
2 ∗W (2)

2

)
+T5

((
W

(1)
2

)2∗W (2)
2

)
.

From these two relations we have(
W

(1)
1

)2
∗W (2)

1 =
(
W

(1)
2

)2
∗W (2)

2 and W
(1)
1 ∗W (2)

1 =W
(1)
2 ∗W (2)

2 ,

i.e.,
W

(1)
1 ∗

(
W

(1)
2 ∗W (2)

2

)
=W

(1)
2 ∗

(
W

(1)
2 ∗W (2)

2

)
.

This impliesW
(1)
1 =W

(1)
2 or equivalently T1(W1)=T1(W2) and thereforeX1=X2.

�

3.4. Decryption

The decryption algorithm for the cryptosystem is as follows.

Input: Ciphertext Y = (y0, . . . , y2m−1) and secret parameters (T1, T2, T3, T4,
T5, T6, S1, S2, γ1, γ2).

Output: Message X

1: Z ← S1(Y ).

2: Z1 ← L2m−2
Z (Z).

3: Z2 ← γ1 + Lγ2
(Z1).

4: Δ← S−1
2 (Z2).

5: (t0, . . . , t2m−1)← Δ.

6: Δ1 ← (t0, . . . , tm−1) and Δ2 ← (tm, . . . , t2m−1).

7: Δ3 ← T−1
3 (Δ1).

8: Δ4 ← T5(Δ3).

9: Δ5 ← Δ2 +Δ4.

10: Δ6 ← T−1
4 (Δ5).

11: Δ7 ← Lm−1
Δ6

(Δ3).

12: Δ8 ← T−1
1 (Δ7).

13: X ← T−1
6 (Δ8).

14: Return X.

We now prove that the above algorithm gives the valid plaintext X as the output
for a ciphertext Y .

������� 3.2	 Given ciphertext Y , the output X given by the decryption algo-
rithm is the valid plaintext.
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P r o o f. First, note that L2m−2
Z (Z) = L(Z)2m−2(Z) = (Z)2m−2 ∗ (Z) = (Z)2m−1,

where Z = S1(Y ) and γ1 + Lγ2

(
(Z)2m−1

)
= γ1 + γ2 ∗ (Z)2m−1. The relation

between plaintext and ciphertext is S2 (F (T6(X))) = γ1 + γ2 ∗ (Z)2m−1, i.e.,(
f

′
0, . . . , f

′
2m−1

)
=S−1

2

(
γ1+γ2 ∗ (Z)2m−1

)
, where F (T6(X))=

(
f

′
0, . . . , f

′
2m−1

)
.

In the first four steps, the decryption algorithm computes

S−1
2

(
γ1 + γ2 ∗ (Z)2m−1

)
.

Now suppose that Δ1,Δ2 denote the first m bits and last m bits of

S−1
2

(
γ1 + γ2 ∗ (Z)2m−1

)
, respectively.

Then, we have(
f

′
0, . . . , f

′
m−1

)
= Δ1, and

(
f

′
m, . . . , f

′
2m−1

)
= Δ2,

i.e.,

T3

((
W (1)

)2∗W (2)
)
=Δ1 and T4

(
W (1)∗W (2)

)
+T5

((
W (1)

)2∗W (2)
)
=Δ2,

where W = T6(X). From these two relations, we have(
W (1)

)2∗W (2) = T−1
3 (Δ1) and W (1)∗W (2) = T−1

4

(
Δ2 + T5

(
T−1
3 (Δ1)

))
.

Suppose,

Δ6 = T−1
4

(
Δ2 + T5

(
T−1
3 (Δ1)

))
and Δ3 = T−1

3 (Δ1).

Then we have W (1) ∗Δ6 = Δ3 or, equivalently, LΔ6

(
W (1)

)
= Δ3. Therefore,

W (1) = L−1
Δ6

(Δ3) = Lm−1
Δ6

(Δ3), i.e., W = T−1
1

(
Lm−1
Δ6

(Δ3)
)
.

Finally, X = T−1
6

(
T−1
1

(
Lm−1
Δ6

(Δ3)
))
. �

3.5. Parameters

We suggest the message to be a binary string of length 127. We adjoin one
extra bit to make the weight odd. Thus the message is an element of odd weight
of finite field F2m , m = 128. For m = 128, the public key consists of 256
equations of degree three which are quadratic in the plaintext variables xi and
linear in the ciphertext variables yj. As mentioned, the public size can be reduced
by writing it as two sets of 2m quadratic equations in the plaintext and ciphertext
variables. So, the public key consists of 512 quadratic equations in the plaintext
and ciphertext variables. For the secret keys generation, we have to select random
even weight and odd weight elements of finite fields F2128 and F2256 and random
permutations on 128 bits and 256 bits.
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4. Security of the proposed Cryptosystem

Similar to other families of post-quantum cryptosystems, the security of mul-
tivariate cryptosystems is still not completely understood. In terms of prov-
able security, there exist hardly any rigorous proofs which reduce the security
of multivariate schemes to hard mathematical problems [41]. In this section, we
investigate the security of the proposed cryptosystem against all known attacks.

Most of the multivariate public key cryptosystems use the structure t(f(s(x))).
However, hiding f(x) by two linear transformations s and t does not work very
effectively (see the attack of Kipnis and Shamir on HFE [11]). In our cryptosys-
tem the ciphertext variable Y and the plaintext variable X are connected by the
relation

F1

(
S1(Y )

)
= S2

(
F (T6(X))

)
,

where
F1(Y ) = γ1 + γ2 ∗ (Y )2m−1 and F (X) =

(
X(3), X(4)

)
.

We recall that
X(3) = T3

((
X(1)

)2 ∗X(2)
)

and
X(4) = T4

(
X(1) ∗X(2)

)
+ T5

((
X(1)

)2 ∗X(2)
)
,

where X(1) = T1(X), X(2) = T2(X). In our cryptosystem the linear transfor-
mations T1, T2, T3, T4, and T5 are secrets. So the quadratic function F (X) is
secret. It is evident that if we take F1 and S1 as identity functions, the rela-
tion between the plaintext variable X and the ciphertext variable Y becomes
Y = S2(F (T6(X))). Thus, if it is possible to attack our structure, then it is also
possible to attack t(f(s(x))) structure. This proves that our structure is at least
as secure as the commonly used structure in multivariate cryptography, that is
t(f(s(x))).

We discuss now some known attacks developed for multivariate cryptosystems
and see whether these attacks are applicable to the proposed cryptosystem.

4.1. Linearization equation attacks

Patarin [5] used the following idea to break MIC∗: in case the function applied

is F (X) = Xqi+1 = {f0, f1, . . . , fm−1}, then it is possible to obtain quadratic
relations between the plaintext variables (x0, x1, . . . , xm−1) and the ciphertext
variables (y0, y1, . . . , ym−1) of the form:

m−1∑
i=0

m−1∑
j=0

aijxiyj +

m−1∑
i=0

bixi +

m−1∑
j=0

cjyj + d = 0. (14)

By taking at least (m+1)2 different plaintext and ciphertext pairs, a linear sys-
tem of equations can be obtained and solved for the unknown constants aij, bi, cj
and d.
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We emphasize here that in the proposed cryptosystem, it is possible to find
a relation which is linear in the plaintext variables (but nonlinear in the cipher-
text variables), in the line of Patarin’s linearization equation attack on MIC∗.

From the relation (9) we have F (W ) = S−1
2 (Z ′), where Z ′ = γ1 + γ2 ∗ (Z)2m−1,

Z = S1(Y ) and W = T6(X). Therefore, S−1
2 (Z ′) will give nonlinear polyno-

mials of degree w(2m − 1) in the ciphertext variables. Suppose S−1
2 (Z ′) =

(Z0, . . . , Z2m−1). Then we have the following relations between the plaintext
and the ciphertext:

T3

((
W (1)

)2 ∗W (2)
)
= (Z0, . . . , Zm−1) , (15)

and

T4

(
W (1) ∗W (2)

)
+ T5

((
W (1)

)2 ∗W (2)
)
= (Zm, . . . , Z2m−1) . (16)

Using these two relations we get the following relation:

W (1) ∗ T−1
4 ◦ T5 (Z ′) +W (1)T−1

4 (Zm, . . . , Z2m−1) + Z ′, (17)

where W (1) = T1 (W ) = T1 (T6(X)), Z ′ = T−1
3 (Z0, . . . , Zm−1) and T1, T2, T3,

T4, T5, T6 and S1 are linear transformations. Note that the relation (17) is linear
in the plaintext but of degree w(2m − 1) in the ciphertext. Thus, the total
degree of (17) is w(2m− 1) + 1, far from being quadratic. Moreover, the degree
is a function of m. Therefore, to attack the cryptosystem with Patarin’s tool,
we need Gaussian reduction on O

(
mw(2m−1)+1

)
terms which is impractical.

For example, for bit size equal to 64, we have m = 64 and w(2m− 1) + 1 = 8.

4.2. Attacks with differential cryptanalysis

Differential cryptanalysis has been successfully used earlier to attack the sym-
metric cryptosystems. In recent years differential cryptanalysis has emerged
as a powerful tool to attack the multivariate public key cryptosystems, too.
In 2005 [23] Fouque, Granboulan and Sterm used differential cryptanalysis to at-
tack the multivariate cryptosystems. The key point of this attack is that in case
of quadratic polynomials the differential of public key is a linear map and its
kernel or its rank can be analyzed to get some information on the secret key.
For any multivariate quadratic function G : Fn

q → F
m
q the differential operator

between any two points x, k ∈ F
n
q can be expressed as

LG,kG(x+ k)−G(x)−G(k) +G(0)

and in fact that operator is a bilinear function. By knowing the public key of a
given multivariate quadratic scheme and by knowing the information about the

nonlinear part (xq
i+1) they showed that for certain parameters it is possible to

recover the kernel of LG,k. This attack was successfully applied on Ding’s cryp-
tosystem [22] and afterwards using the same technique Dubois, Fouque, Shamir
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and Sterm in 2007 [28] have completely broken all versions of the SFLASH signa-
ture scheme proposed by Patarin, Courtois, and Goubin [17]. In our cryptosys-
tem, the encryption function is

E(X) = Y = S−1
1

[(
S2(F (T6(X))) + γ1

)2m−1 ∗ γ2
]

which is not quadratic but of total nonlinear degree 2w(2m − 1) in plaintext
variables x0, x1, . . . , xm−1. So in case of our encryption function, the differential
operator is not a bilinear function. Thus to attack our cryptosystem by the
methods of [23] and [28] is not feasible.

4.3. Attacks using the univariate polynomial representation
of multivariate public polynomials

The fact that any function from a finite field into itself can be represented by
a univariate polynomial is sometimes used to attack multivariate cryptosystems
(see [25] for example). In our case, the encryption function is from the finite field
F2m to the finite field F22m , and therefore we cannot represent the encryption
function by a polynomial directly. It is possible to have such a representation
by introducing dummy variables xm, xm+1, . . . , x2m. Note that the encryption
function E(X) in our Cryptosystem is of total nonlinear degree 2.w(2m − 1)
(see 13). By Lemma 3.3 of [11], the degree of the univariate polynomial rep-
resentation is not constant but it is a function of m. Thus, the degree and
the number of nonzero terms of the univariate polynomial representation of en-
cryption function are both O(mm). The complexity of root finding algorithms,
Berlekamp algorithm for example, is polynomial in the degree of the polynomial.
This results in an exponential time algorithm for finding the roots of univariate
polynomial. Therefore, this approach is less efficient than the exhaustive search.

4.4. Gröbner basis attacks

After substituting the ciphertext in the public key, one can get 2m quadratic
equations in m variables and then Gröbner basis techniques can be applied
to solve the system. The classical algorithm for solving systems of multivari-
ate equations is Buchberger’s algorithm for constructing Gröbner basis (see [8]).
Theoretically, it can solve all the multivariate quadratic equations. However,
its complexity is exponential in the number of variables, although there is no
closed-form formula for it. In the worst case, the Buchberger’s algorithm is known
to run in double exponential time and on average its running time seems to be
single exponential (see [14]). There are some efficient variants F4 and F5 of Buch-
berger’s algorithm given by Jean-Charles Faugere (see [18] and [19]). The com-
plexity of computing a Gröbner basis for the public polynomials of the basic
HFE scheme is not feasible using Buchberger’s algorithm. However, it is com-
pletely feasible using the algorithm F5. The complexities of solving the public
polynomials of several instances of the HFE using the algorithm F5 are provided
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in [21]. Moreover, it has been expressed in [21], “A crucial point in the crypt-
analysis of HFE is the ability to distinguish a randomly algebraic system from an
algebraic system coming from HFE”. Instead of using any polynomial of special
form we are using convolution operation to construct the public polynomials.
Moreover our public key is of mixed type, this means, for different ciphertexts
we will get different system of quadratic polynomial equations, so in our pub-
lic key the quadratic polynomials look random. We have already seen that the
degree of the univariate polynomial representation of the encryption function is
proportional to m. It is explained in [21] that in this case there does not seem
to exist polynomial time algorithm to compute the Gröbner basis. Hence, attack
on our cryptosystem by Gröbner basis method is not feasible.

4.5. Relinearization, XL and FXL algorithms

Relinearization, XL or FXL algorithm are some techniques to solve the qua-
dratic equations directly. The relinearization technique is developed in [11] for
solving an overdefined system of quadratic equations. However, it is shown in [14]
that the relinearization technique is not as efficient as one may expect since many
of newly generated equations are dependent. Therefore, a technique called XL

(extended relinearization) has been proposed in [14]. It is claimed to be the best
algorithm for solving overdefined multivariate equations. However, when the
number of equations is m+ r for some 1 ≤ r ≤ m, then it is proved in [14] that
XL has exponential complexity. A variant of the XL algorithm called FXL, was
introduced in [14]. In this algorithm some variables are guessed to make the sys-
tem slightly overdefined. Then the XL algorithm is applied. The main question
is how many variables must be guessed. Although more guesses make the system
more unbalanced, they add to the complexity of the algorithm. The optimum
number of guesses is provided in [14].

In the case of applying XL, r = m in our cryptosystem. Hence, XL algorithm
cannot be used directly to attack our cryptosystem, since it has exponential
complexity. Even using the optimum value for the number of variables guessed
in the nonlinear equation, FXL has the exponential complexity for solving the
system of public polynomials in the proposed cryptosystem. Hence, the FXL

algorithm is not applicable to our cryptosystem.

5. Complexity and number of operations
for encryption and decryption

5.1. Encryption

The public key in our cryptosystem consists of 2m equations of the form (11).
There are O(m2) terms of the form xixj in each of the 2m equations of the public
key so the complexity of evaluating public key at message block x0, x1, . . . , xm−1
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is O(m3). The next step of encryption is to solve the 2m linear equations in 2m
ciphertext variables y0, y1, . . . , y2m−1, which can be done efficiently by Gauss-
ian elimination in O(m3) complexity. Hence the total complexity of encryption
is O(m3).

5.2. Decryption

Decryption in the cryptosystem is fast, because it uses only permutations,
cyclic shifts and xor operation of bits. Though the exact number of operations
will depend on the chosen secret keys, we can count here the upper limits of the
number of these operations.

For α, β ∈ F2m , the computation of α ∗β = Lα(β) requires at most m− 1 left
cyclic shifts and m− 1 xor operations. To operate Ti or T

−1
i (1 ≤ i ≤ 6) on a m

bit string, we need one permutation on bits, at most m− 1 left cyclic shifts and
at most m xor operations. To operate Si or S

−1
i (i = 1, 2) on a 2m bit string, we

need one permutation on 2m bits, at most 2m− 1 left cyclic shifts and at most
2m xor operations. Thus, we need at most 5m2 + 3m − 4 left cyclic shifts and
5m2 + 3m + 4 xor operations for the decryption, in total. In addition we need
exactly 2 permutations of 2m bit strings and 5 permutations on m bit strings.

6. Comparison with HFE and ZHFE cryptosystems

In this section, we compare our cryptosystem with HFE [6] and a variant of it
called ZHFE [33]. In our cryptosystem the complexity of encryption is O(m3),
i.e., equivalent to that of HFE and ZHFE. But the decryption is faster than
HFE and ZHFE. In HFE the decryption is slow because one needs to compute
the roots of a polynomial. The decryption complexity of HFE is O

(
n4d2log(d)

)
where d is the degree of HFE polynomial. Note that for security reasons one
cannot take smaller degree. Due to this the decryption process in HFE is slow.
In our cryptosystem we are using left cyclic shifts and xor operations resulting in
a much faster decryption process. In our cryptosystem we need O(m2) left cyclic
shifts and O(m2) xor operations to decrypt a message. The efficiency of HFE and
ZHFE are equivalent, see [33]. So, the decryption in our cryptosystem is much
faster than in HFE and ZHFE cryptosystems. Public key size of HFE and ZHFE is
O(m3) terms. In our cryptosystem, public key size is bigger than HFE and ZHFE

but it is also O(m3) as it is possible to write public key as two sets of quadratic
public polynomials. Secret key generation in our public key cryptosystem is
faster than HFE and ZHFE because for secret keys we have to select random odd
weight and even weight binary strings and random permutations.
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7. Conclusion

In this paper we have designed an efficient multivariate public key cryp-
tosystem using a group of Linearized permutation polynomials over finite fields.
The complexity of encryption, O(m3), is equivalent to that of other multivari-
ate cryptosystems. Computation with polynomials in the group L(2,m) is fast,
which makes the decryption in the proposed cryptosystem fast. We have given
the security analysis of our cryptosystem against the known attacks.
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cryptosystems using Gröbner basis. In: CRYPTO 2003, Lecture Notes in Comput. Sci.,
Vol. 2729, Springer-Verlag, Berlin, 2003, pp. 44–60,

[22] DING, J.: A new variant of the Matsumoto-Imai cryptosystem through perturbation.
In: PKC04, Lecture Notes in Comput. Sci., Vol. 2947, Springer-Verlag, Berlin, 2004,
pp. 305–318.

[23] FOUQUE, P.-A.—GRANBOULAN, L.—STERM, J.: Differential cryptanalysis for mul-
tivariate schemes. In: in EUROCRYPT 2005, Lecture Notes in Comput. Sci., Vol. 3494,
Springer-Verlag, Berlin, 2005, pp. 341–353.

[24] DING, J.—SCHMIDT, D. S.: Rainbow, a new multivariate polynomial signature scheme.

In: ACNS 2005, Lecture Notes in Comput. Sci., Vol. 3531, Springer-Verlag, Berlin, 2005,
pp. 164–175.

[25] DING, J.—GOWER, J. E.—SCHMIDT, D. S.: Multivariate Public Key Cryptosystems,
Springer-Verlag, Berlin, 2006.

[26] WANG, L.-C.—YANG, B.-Y.—HU, Y.-H.—LAI, F.: A medium-field multivariate public
key encryption scheme. In: CT-RSA 2006: The Cryptographers Track at the RSA Con-
ference 2006, Lecture Notes in Comput. Sci., Vol. 3860, Springer-Verlag, Berlin, 2006.
pp. 132–149.

[27] DING, J.—HU, L.—NIE, X.—LI, J.—WAGNER, J.: High order linearization equation
(HOLE) attack on multivariate public key cryptosystems. In: PKC 2007, Lecture Notes
in Comput. Sci., Vol. 4450, Springer-Verlag, Berlin, 2007. pp. 233–248,

[28] DUBOIS, V.—FOUQUE, P.-A.—SHAMIR, A.—STERN, J.: Practical cryptanalysis
of SFLASH. In: Advances in Cryptology-Crypto 2007, Lecture Notes in Comput. Sci.,
Vol. 4622, Springer-Verlag, Berlin, 2007, pp. 1–12.

[29] SINGH, R. P.—SARMA, B. K.—SAIKIA, A.: Public key cryptography using permutation
P-polynomials over finite fields, Cryptology eprint archive, 2009/208,
https://eprint.iacr.org/2009/208

[30] SINGH, R. P.—SAIKIA, A.—SARMA, B. K.: Little Dragon Two: An efficient multivari-

ate public key cryptosystem, Int. J. Network Security and Appl, 2 (2010), no. 2, 1–10.
[31] SINGH, R. P.—SAIKIA, A.—SARMA, B. K.: Poly-dragon: an efficient multivariate

public key cryptosystem, Journal of Mathematical Cryptology, 4 (2011), no. 4, 349–364.

157

https://eprint.iacr.org/2009/208


RAJESH P. SINGH — BHABA K. SARMA — ANUPAM SAIKIA

[32] TAO, C.—DIENE, A.—TANG, S.—DING, J.: Simple-matrix scheme for encryption.

In: PQCrypto 2013, Lecture Notes in Comput. Sci., Vol. 7932, Springer-Verlag, Berlin,
2013, pp. 231–242.

[33] PORRAS, J.—BAENA, J.—DING, J.: ZHFE, a new multivariate public key encryption
scheme. In: PQCrypto 2014, Lecture Notes in Comput. Sci., Vol. 8772, Springer-Verlag,

Berlin, 2014, pp. 229–245.
[34] PETZOLDT, A.—CHEN, M.-S.—YANG, B.-Y.—TAO, C.—DING, J.: Design principles

for HFEv- based signature schemes. In:ASIACRYPT 2015 (Part I), Lecture Notes in Com-
put. Sci., Vol. 9452, Springer-Verlag, Berlin, 2015, pp. 311–334.

[35] TAO, C.—XIANG, H.—PETZOLDT, A.—DING, J.: Simple Matrix - a multivariate pub-
lic key cryptosystem (MPKC) for encryption, Finite Fields Appl. 35 (2015), 352–368.

[36] YASUDA, T.—SAKURAI, K.: A multivariate encryption scheme with Rainbow. In:
ICISC 2015, Lecture Notes in Comput. Sci., Vol. 9543, Springer-Verlag, Berlin, 2015,
pp. 222–236.

[37] CHUNSHENG, G.: Cryptanalysis of simple matrix scheme for encryption, Cryptology

eprint archive, 2016/1075, https://eprint.iacr.org/2016/1075
[38] MOODY, D.—PERLNER, R.—SMITH-TONE, D.: Key recovery attack on the cubic

ABC simple matrix multivariate encryption scheme. In: Selected Areas in Cryptography–
–SAC 2016, Lecture Notes in Comput. Sci., Vol. 10532, Springer-Verlag, Berlin, 2016,
pp. 543–558.

[39] MOODY, D.—PETZOLDT, A.—SMITH-TONE, D.: Key recovery attack on the cubic
ABC simple matrix multivariate encryption scheme. In: Selected Areas in Cryptography–
–SAC 2017, Lecture Notes in Comput. Sci., Vol. 10719, Springer-Verlag, Berlin, 2017,
pp. 355–373.

[40] CABARCAS, D.—SMITH-TONE, D.—VERBEL, J. A.: Key recovery attack for ZHFE.
In: PQCrypto 2017, Lecture Notes in Comput. Sci., Vol. 10346, Springer-Verlag, Berlin,
2017, pp. 289–308.

[41] DING, J.—PETZOLDT, A.: Current state of multivariate cryptography, IEEE Security
and Privacy, 15 (2017), 28–36. (DOI: 10.1109/MSP.2017.3151328)

Appendix A. A toy example

We exhibit the public key generation and encryption in the proposed cryp-
tosystem with a simple example. We consider the finite fields F24 and F28 with
some fixed normal basis on each of them. Thus, we take k = 2, m = 2k = 4.

Public key generation	 We take

α1 = α2 = α6 = (1, 0, 0, 0), α3 = (1, 1, 1, 0),

α4 = (0, 1, 1, 1), α5 = (1, 1, 0, 1) in F24 ,

so that

Lα1
, Lα2

and Lα6

are the identity polynomial,

Lα3
(x) = x+x2+x4, Lα4

(x) = x2+x4+x8 and Lα5
(x) = x+x2+x8 in L(2, 4).

158

https://eprint.iacr.org/2016/1075


A PUBLIC KEY CRYPTOSYSTEM USING A GROUP OF PERMUTATION POLYNOMIALS

Again, we take β1 = β2 = (1, 0, 0, 0, 0, 0, 0, 0) in F28 , so that Lβ1
and Lβ2

are the identity polynomial in L(2, 8). We take permutations πi, 1 ≤ i ≤ 5,
of degree 4, where

π1 =

(
0 1 2 3
2 0 3 1

)
, π2 =

(
0 1 2 3
3 2 1 0

)

and π3, π4, π5 and π6 are the identity permutation. Similarly, we take permuta-
tions ηi, i = 1, 2, of degree 8, where

η1 =

(
0 1 2 3 4 5 6 7
3 1 5 0 4 2 6 7

)
, η2 =

(
0 1 2 3 4 5 6 7
5 3 7 2 1 0 4 6

)
.

We take
σi = (0, 0, 0, 0) ∈ F24 for 1 ≤ i ≤ 5

and
δi = (0, 0, 0, 0, 0, 0, 0, 0) ∈ F28 for i = 1, 2.

Finally, we take

γ1 = (0, 0, 0, 0, 0, 0, 0, 0), γ2 = (1, 0, 0, 0, 0, 0, 0, 0) in F28 .

With the above inputs we have: T1 = π1, T2 = π2, T3 = Lα3
, T4 = Lα4

,
T5 = Lα5

, T6 = identity map and S1 = η1, S2 = η2.

Suppose X = (x0, x1, x2, x3) denotes the plaintext variables. Then

X(1) = T1(X) = (x2, x0, x3, x1), X(2) = T2(X) = (x3, x2, x0, x1).

Therefore,
X(3) = T3

(
(X(1))2 ∗X(2)

)
= (f0, f1, f2, f3),

where

f0 = x3x2 + x0x1 + x3 + x1,

f1 = 1 + x0x3 + x1x2,

f2 = 1 + x0x3 + x0x1,

f3 = x0 + x2 + x3x2 + x1x2.

Similarly,

X(4) = T4

(
X(1)∗X(2)

)
+ T5

((
X(1)

)2∗X(2)
)
= (f4, f5, f6, f7),

where
f4 = x0 + x0x3 + x2x3 + x1x3,

f5 = 1 + x0 + x2x3 + x0x3,

f6 = x3 + x0x2 + x1x2 + x0x1,

f7 = 1 + x0x1 + x0x2 + x1x3 + x2x3.

Suppose Y =(y0, y1, y2, y3, y4, y5, y6, y7) denotes the ciphertext variables. Then

Z = S1(Y ) = (y3, y1, y5, y0, y4, y2, y6, y7).
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Since γ1 = 0, γ2 = (1, 0, 0, 0, 0, 0, 0, 0), the relation (10) of Section 3 becomes
S2(f0, f1, . . . , f7) ∗ Z + (1, 0, 0, 0, 0, 0, 0, 0) = 0. Now taking the coordinate rep-
resentation, the public key becomes the system of the following eight equations:

P0 = 1 + y0(x0x1 + x1x2) + y1(x0x2) + y2(x0x3 + x2x3) + y3(x2x3 + x0x3)

+y4(x0x3 + x1x3) + y5(x2x3 + x0x3 + x1x3) + y6(x1x2 + x2x3 + x1x3)

+y7(x0x1 + x1x3) + x0y3 + x1y3 + x0y7 + x2y7 + x2y6 + x0y6 + y2 + y4

+x1y0 + x3y0 + x0y5 + x1y1,

P1 = y0(x2x3 + x0x3 + x1x3) + y1(x0x3 + x2x3) + y2(x0x3 + x1x3)

+y3(x0x1 + x1x2) + y4(x0x1 + x1x2) + y5(x0x2) + y6(x0x3 + x2x3)

+y7(x2x3 + x1x2 + x0x2 + x1x3) + x0y0 + x0y1 + x0y3 + x0y7 + x1y1

+x1y4 + x1y5 + x2y3 + x2y7 + x3y4 + y2 + y0,

P2 = y0(x0x2) + y1(x0x1 + x1x2) + y2(x0x1 + x1x2) + y3(x2x3 + x1x3 + x0x2

+x1x2) + y4(x0x3 + x2x3 + x1x3) + y5(x2x3 + x0x3) + y6(x0x3 + x1x3)

+y7(x0x3 + x2x3) + x0y1 + x0y3 + x0y4 + x0y5 + x1y0 + x1y2 + x1y5

+x2y1 + x2y3 + x3y2 + y6 + y7,

P3 = y0(x0x3 + x2x3) + y1(x0x2 + x1x2 + x2x3) + y2(x0x3 + x2x3 + x1x3)

+y3(x2x3 + x0x3) + y4(x0x2) + y5(x0x1 + x1x2) + y6(x0x1 + x1x2)

+y7(x0x3 + x1x3) + x0y0 + x0y1 + x0y2 + x0y5 + x1y0 + x1y4 + x1y6

+x2y1 + x2y5 + x3y6 + y3 + y7,

P4 = y0(x0x1 + x1x2) + y1(x2x3 + x0x3) + y2(x0x2) + y3(x1x3 + x0x3)

+y4(x0x3 + x2x3) + y5(x2x3 + x0x2 + x1x3 + x1x2) + y6(x1x3 + x2x3

+x0x3) + y7(x0x3 + x2x3) + x0y0 + x0y4 + x0y5 + x1y4 + x1y2 + x1y7

+x2y0 + x0y6 + x2y5 + x3y7 + y1 + y3,

P5 = y0(x0x2 + x1x2 + x1x3 + x2x3) + y1(x0x3 + x1x3) + y2(x0x3 + x2x3)

+y3(x0x1 + x1x2) + y4(x0x1 + x1x2) + y5(x2x3 + x0x3) + y6(x0x2)

+y7(x2x3 + x0x3 + x1x3) + x0y0 + x0y2 + x0y4 + x0y7 + x1y2 + x1y3

+x1y6 + x2y0 + x2y4 + x3y3 + y1 + y5,

P6 = y0(x0x3 + x2x3) + y1(x0x1 + x1x2) + y2(x0x1 + x1x2) + y3(x2x3 + x0x3

+x1x3) + y4(x0x2 + x1x3 + x2x3 + x1x2) + y5(x0x3 + x1x3)

+y6(x0x3 + x2x3) + y7(x0x2) + x0y2 + x0y3 + x0y4 + x0y6 + x1y1

+x1y6 + x1y7 + x2y2 + x2y4 + x3y1 + y0 + y5,

P7 = y0(x0x3 + x1x3) + y1(x0x3 + x1x3 + x2x3) + y2(x0x2 + x2x3 + x1x2

+x1x3) + y3(x0x2) + y4(x2x3 + x0x3 + x0x2) + y5(x1x2 + x0x1)

+y6(x0x1 + x1x2) + y7(x2x3 + x0x3) + x0y1 + x0y2 + x0y6 + x0y7 + x1y3

+x1y5 + x1y7 + x2y2 + x2y6 + x3y5 + y0 + y4.
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The size of the public key can be reduced by writing it as two sets of equations
containing only quadratic terms as follows:

g0 = x0x2, g1 = x0x1 + x1x2,

g2 = x2x3 + x1x2 + x0x2 + x1x3, g3 = x2x3 + x0x3 + x1x3,

g4 = x2x3 + x0x3, g5 = x0x3 + x1x3,

g6 = x2x3 + x1x2 + x0x2, g7 = x2x3 + x0x3 + x0x2,

b = g0 + g2;

and

P ′
0 = 1 + y0g1 + y1g0 + y2g4 + y3g4 + y4g5 + y5g3 + y6b+ y7g5 + x0y3 + x1y3

+x0y7 + x2y7 + x2y6 + x0y6 + y2 + y4 + x1y0 + x3y0 + x0y5 + x1y1,

P ′
1 = y0g3 + y1g4 + y2g5 + y3g1 + y4g1 + y5g0 + y6g4 + y7g2 + x0y0 + x0y1

+x0y3 + x0y7 + x1y1 + x1y4 + x1y5 + x2y3 + x2y7 + x3y4 + y2 + y6,

P ′
2 = y0g0 + y1g1 + y2g1 + y3g2 + y4g3 + y5g4 + y6g5 + y7g4 + x0y1 + x0y3

+x0y4 + x0y5 + x1y0 + x1y2 + x1y5 + x2y1 + x2y3 + x3y2 + y6 + y7,

P ′
3 = y0g4 + y1g6 + y2g3 + y3g4 + y4g0 + y5g1 + y6g1 + y7g5 + x0y0 + x0y1

+x0y2 + x0y5 + x1y0 + x1y4 + x1y6 + x2y1 + x2y5 + x3y6 + y3 + y7,

P ′
4 = y0g1 + y1g4 + y2g0 + y3g5 + y4g4 + y5g2 + y6g3 + y7g4 + x0y0 + x0y4

+x0y5 + x0y6 + x1y4 + x1y2 + x1y7 + x2y0 + x2y5 + x3y7 + y1 + y3,

P ′
5 = y0g2 + y1g5 + y2g4 + y3g1 + y4g1 + y5g4 + y6g0 + y7g3 + x0y0 + x0y2

+x0y4 + x0y7 + x1y2 + x1y3 + x1y6 + x2y0 + x2y4 + x3y3 + y1 + y5,

P ′
6 = y0g4 + y1g1 + y2g1 + y3g3 + y4g2 + y5g5 + y6g4 + y7a0 + x0y2 + x0y3

+x0y4 + x0y6 + x1y1 + x1y6 + x1y7 + x2y2 + x2y4 + x3y1 + y0 + y5,

P ′
7 = y0g5 + y1g3 + y2g2 + y3g0 + y4g7 + y5g1 + y6g1 + y7g4 + x0y1 + x0y2

+x0y6 + x0y7 + x1y3 + x1y5 + x1y7 + x2y2 + x2y6 + x3y5 + y0 + y4.

Suppose M = (0, 0, 0, 1) is the plaintext message. Substituting this in above
public equations we get linear equations,

y2 + y4 + y0 = 1, y2 + y4 + y6 = 0, y2 + y6 + y7 = 0,

y3 + y6 + y7 = 0, y1 + y3 + y7 = 0, y1 + y3 + y5 = 0,

y0 + y1 + y5 = 0, y0 + y4 + y5 = 0.
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Solving them by Gaussian elimination we get

(y0, y1, y2, y3, y4, y5, y6, y7) = (0, 1, 0, 0, 1, 1, 1, 1)

which is the required ciphertext.
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