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ABSTRACT. BIKE suite of algorithms is one of the candidates in NIST call
for public-key post-quantum cryptographic algorithms. It is a key-encapsulation
mechanism based on QC-MDPC codes with purely ephemeral keys. The security
device implementing such an algorithm therefore needs to generate multiple key
pairs in its lifetime very efficiently.

In our paper we explore the situation where BigBrother-type adversary can
subtly corrupt the vendor(s) of the security devices (e.g., by altering the standard
algorithms). In our model, BigBrother cannot preload the keys or synchronize
the key generator by a covert channel, but is able to learn the secrets of security
devices by observing the public execution of the KEM protocols. BigBrother
typically obtains the secret through the usage of (masked) weak keys. However,
we can also imagine other covert channels embedded into the ephemeral public
keys by some unknown algorithm.

To prevent these classes of attacks, we propose that the standard should ex-
plicitly specify a verifiable algorithm to transform the required key randomness
into a set of keys.

1. Introduction

Recent NIST call for public-key post-quantum cryptographic algorithms [4]
has motivated many researchers to propose new cryptographic schemes that are
believed to be secure against quantum adversaries. One of the proposed candi-
dates for Key Encapsulation is a suite of algorithms named BIKE by Aragon
et.al. [I]. The BIKE algorithms are based on quasi-cyclic binary moderate-density
parity-check codes (QC-MDPC). BIKE relies on generating one-time ephemeral
keys to defeat previous attacks on similar QC-MDPC based encryption schemes
[7.8]. We summarize details of the BIKE algorithms in Section
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NIST call represents a good opportunity to prepare an upgrade of existing
public key infrastructure to an era of quantum computing. However, the scien-
tific community must be extremely careful in assessing the proposed standards.
We should take care to also address security concerns raised after Snowden’s
revelations. E.g., according to [14], NSA’s Sigint Enabling Project’s goal was to

Influence policies, standards and specification for commercial public
key technologies.

There are known cases of standardized suspicious random generators, such as
Dual EC [3]. Recently, a vulnerability in RSA key generation in Infineon chips
was discovered by Nemec et.al. [IT], that could have been an honest mistake,
but could also have been an intentional backdoor.

In this paper, we consider a situation when various interests (from all around
the globe, with different motivations) can invest large sums of money to cor-
rupt standards and implementations to weaken the security of publicly available
cryptographic tools. As usual, we will denote the adversary of this type with a
generic designation of BigBrother. BigBrother will either subvert a standard al-
gorithm, or collude with a manufacturer of the cryptographic device, to weaken
the implementation of key generation of BIKE algorithm. BigBrother might also
require some degree of plausible deniability, such as efficiency constraints.

In this paper we study a kleptographic mechanism similar to SETUP of
Young and Yung [I5] for BIKE. BigBrother changes BIKE key generation
mechanism in such a way that he can use the generated public key to derive the
corresponding internal private key. We discuss the attack model in more details
in Section Bl Our concrete attack is then based on masked weak keys similar
to ones found for general QC-MDPC based cryptosystem by Bardet et.al. [2].
We describe the attack details in Section @l

Unfortunately, the proposed attack is only one of many potential backdoors
that can be hidden in a key generation algorithm, not only for BIKE but for
other post-quantum candidates. To prevent this class of attacks, we propose
that the keys should be generated in a verifiably (pseudo-)random way from a
user provided entropy. We discuss this solution in the context of BIKE algorithm
in Section

2. BIKE suite of algorithms

In this section we provide an overview of BIKE algorithms based on the orig-
inal proposal [I]. Our main focus is on the key generation algorithm, all other
algorithms are only provided for the sake of completeness.
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TaBLE 1. Suggested security parameters for BIKE candidates [T].

BIKE-1/2 BIKE-3
Security r | w | t r | w | t
Level 1 || 10163 | 142 | 134 || 11027 | 134 | 154
Level 3 || 19853 | 206 | 199 || 21683 | 198 | 226
Level 5 || 32749 | 274 | 264 || 36131 | 266 | 300

BIKE is a suite of three algorithms, BIKE-1 to BIKE-3. These algorithms are
based either on McEliece [9] or Niederreiter [12] algorithm, employing
quasi-cyclic moderate parity-check matrix codes (QC-MDPC). For a given secu-
rity level A, a set of integer parameters (r,w,t) is specified (see Table [II), such
that the corresponding problems are hard enough. Each variant of BIKE then
works with polynomials in cyclic ring R = Fo[X]/(X" — 1).

Similar to authors of [I], notation h denotes interchangeably both polynomials
from R, and a binary vector representing coefficients of h. When we need to
state the polynomial coefficients explicitly, we will use notation h(x). Notation
|h| denotes Hamming weight of vector/polynomial h.

Each of the three variants of BIKE consists of three procedures:

e KeyGen, that generates an ephemeral key pair depending on security level,

e FEncaps, that creates a cryptogram c and an encapsulated key K using the
public key generated by KeyGen,

e Decaps, that computes the key K from the cryptogram c using the private
key generated by KeyGen.

In this article we are not interested in the details of individual routines. For the
reference, we only quote from [I] the details of the BIKE KeyGen routines, and
a summary of BIKE algorithms in Table 2}

BIKE KeyGen routine works as follows :
Input: Target security level A,
Output: Private key (hq, ha), and public key (f1, f2).
(1) Given A, set parameters r, w according to Table [l
(2) Generate hy, hy <& R, with |hy| = |ha| = w/2.
(3) BIKE-1 and BIKE-3 only: Generate g & R of odd weight, so that
lg| ~ r/2.

(4) Compute public key (depending on the BIKE variant):

(

e BIKE-1: (f1, f2) < (gha, gh1);
o BIKE-2: (f1, fo) < (1, hahi ')
e BIKE-3: (f1, f2) < (ha + gh1,9).
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Tasre 2. BIKE variants [I].

] BIKE-1 | BIKE2 | BIKE-3 |
SK (hl,hQ) with |h1‘ = |h2‘ = w/2
PK (f1, f2) < (f1, f2) « (f1, f2) <
(gh27gh1) (17h2h1_1) (h‘2 +ghlvg)
Enc (Cl, 62) — c el teafs (Cl, 02) —
(mf1+ e, mfa + e2) (e+eafi,er +eafa)
K «+ KeyDerive(ey,es)
Dec s < c1hy + coho s < chq § 41+ cohy
u <+ 0 u <+ 0 w4 t/2

(€}, €eh) < Decode(s, hy, ha,u)
K «+ KeyDerive(el,eb)

Notation h < R means that variable  should be sampled uniformly at ran-
dom from set R. Note that [I] does not specify how this should be accomplished,
or how we ensure the additional condition on the weight of the sampled polyno-
mials.

Note that for BIKE-2 a special batch key generation is suggested in [I] (due
to the slow modular inversion in public key computation). The only difference
is that the batch algorithm should sample a single hy, and multiple h;’s, which
are then stored in a precomputed product of inverses (based on Montgommery’s
trick). The choice whether batch generation is used or not does not influence the
source of hy’s, as they are sampled in the same way from R.

2.1. Analysis of the reference implementation

On the NIST website for proposals, there is a Zip file with a reference imple-
mentation of BIKE [I3]. In kem. c there is a crypto_kem_keypair function which
handles the key generation. First, the seed is obtained. In case that NIST RAND
is set, seed comes from randombytes function by NIST, that uses OpenSSL AES
in ECB mode as a random generator. Otherwise, rand () is used, and that is not
cryptographically secure.

In sampling.c we can see the implementation for generation of hy and h;.
To achieve the wanted hamming weight, the random positions are picked, until
we have the right number of ones. To get the random position in each step,
OpenSSL AES is incrementally used as the random generator with the seed men-
tioned above. There is also a check if the same position was not picked twice.

For public key, NTL operation is used according to Table2l g is again gener-
ated with OpenSSL AES as a random generator.
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3. Attack model

In our attack scenario we consider the following actors:

e Alice, Bob, Carol: legitimate users that want to establish communication
using BIKE KEM;

e Manufacturer: produces security modules (hardware or software compo-
nents) that implement BIKE KEM;

e BigBrother: an attacker that has an interest in compromising BIKE KEM
used by Alice and Bob, either via standards or by corrupting Manufacturer.

We suppose that Alice wants to communicate with Bob (or Bob can ask Alice
for opening a secure communication channel for him). Alice first generates an
ephemeral key pair for BIKE KEM, and sends the public key to Bob over insecure
network (typically, with a signature attached). Bob encapsulates the session key
by BIKE KEM, and sends it to Alice. Alice uses the stored ephemeral private key
to decapsulate the session key, and then starts a private communication with
Bob (protected by the session key). Similarly, if Alice wants to communicate
with Carol or some other user, she generates a different ephemeral key pair.
Thus, Alice generates many BIKE key pairs, for each communication session.

Let us consider the role of Manufacturer. Typically, Alice and Bob do not
create their own software or hardware implementation of cryptographic algo-
rithms. They either use pre-made software libraries in their computers, or buy
special hardware, such as smart cards, that implements cryptographic routines
and stores cryptographic keys. In general, we will designate any such tool by a
single name “security device”. A single manufacturer can create multiple types
of security devices, and will typically sell them on the market to a large number
of users through multiple resellers.

We suppose that BigBrother can observe all communication in the network.
Typically, the focus of BigBrother is not only Alice, but to secretly observe the
secrets of every user in the network (or as many as he can efficiently do). We sup-
pose that the symmetric cryptography with strong session key that stays secret is
enough to thwart BigBrother’s oversight. Thus, BigBrother tries to compromise
KEM mechanism: if BigBrother can obtain the session key by cracking the key
encapsulation, he can decrypt the successive supposedly private communication.

The power of BigBrother type adversary is typically very strong, especially if
he can collude with the manufacturer of the security devices. On the other hand,
BigBrother can be restricted by legislative, or by public opinion, and wants to
hide his activity.
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To have a realistic model we exclude some options for BigBrother:

e The security device cannot communicate with BigBrother directly, Big-
Brother can only eavesdrop on a communication according to a published
standard;

e BigBrother cannot directly link a security device to a user (devices are
distributed on the market randomly);

e Due to large complexity and large number of keys, analysis of the traffic
should be state-less (i.e., based only on the current run of KEM, not the
past history).

Additional requirement of BigBrother might be that the corrupted algorithm
is innocuous, even if someone sees the source code or reads the standard. How-
ever, in many cases this is not required, as most of the cryptographic devices are
made as blackboxes.

Young and Yung in [I5] defined a SETUP mechanism as an algorithmic
modification C” of the publicly known cryptosystem C that uses attacker’s public
encryption function to hide a secret parameter of the attacked system in public
parameters. The security relies on polynomial indistinguishability of C', and C".
Our proposed attack is similar, but instead of relying on generic public key
encryption, we propose that the attacker creates a specific weak key and masks
the weakness by his secret parameter. A suitable class of weak keys is explored in
the next section. We provide this attack only as a proof of concept, thus we do not
prove polynomial indistinguishability. Instead, our main focus is on preventing
similar kleptographic attacks in general, which is discussed in Section

4. Weak keys in BIKE

A private key of the original QC-MDPC system [I0] can be represented
by an n-tuple of (randomly generated) sparse polynomials (hq, ha, ..., h,) from
R = Flz]/(z" — 1). Public key is then derived by computing f; = h;/h,,. This is
also the case in BIKE-2 variant, where n = 2.

Bardet etal. in [2] described weak keys for the original QC-MDPC.
The principal class of weak keys consists of such polynomial tuples, where ratio-
nal reconstruction problem is easy. Polynomials h; can be reconstructed from f;
in cases where each degh; < d < r,fori=1,2,...,n—1, and degh, <r —d.
Furthermore, according to [2], this basic weak class can be further extended
by using group actions of (Z,,+), and (Z}, xX) acting on exponents of poly-
nomials h;.

The results from [2] apply directly to BIKE-2 variant, which is a special
case of QC-MDPC with just two polynomials. In this case, private key (hq, hs)
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is weak, if deghy; + degho < r. We can find similar classes of weak keys also
for BIKE-1 and BIKE-3 variants.

In BIKE-1, the private key (hq, ho) is masked by a random private polynomial
g to produce public (fi1, f2) = (ghe, ghy). If deg g + deg h; < r, the product gh;
in ring R = F[z]/(z" — 1) is the same as a direct product in F[z] (no modulo
operation is required). Thus, if both deg g + deghy < r, and deg g + deghy < r,

we can simply compute
g = ged(f1, f2)/ ged(hy, ha).

Here ged is computed directly in the polynomial ring F[z]. Note that ged(f1, f2)
can be computed from the public key directly. Although ged(hy, ho) is unknown,
it is most likely just a polynomial z*, where k is the index of the smallest
non-zero coefficient of both hy or hy (as these are random sparse polynomials
of potentially large degree). Thus, the potential attacker can recover the weak
private key in polynomial time from the corresponding public key.

In BIKE-3, the private key (hq, ho) is again masked by a random public poly-
nomial g, but the public key is just (f1, f2) = (ha + gh1, g). Now, suppose that
deg g + deg h; < r. Again, computing gh; in ring R produces the same polyno-
mial as in F[z]. The attacker can recover the weak private key from the public
key in polynomial time by simply computing

hy = fimod g, hi=(f1—h2)/g.

Note that similar observations about group actions of (Z,,+), and (Z*, x)
hold for BIKE-1, and BIKE-3. We will illustrate this with an example. Let us
define two weak polynomials g(z) = Zf;ol gix®, and h(x) = Z;;g hjzi. Clearly,
deg g + degh < r for any choice of coefficients of g and h. Let s € Z;, and let

d—1

Zgzx mod (z" — 1) ng“mo‘“

=0
Similarly, we define fl(x) = Z?;é hjz® mod z" — 1. In general, deg g + deg h
is not bounded by r. Thus, the lifted product f = hg from R to Flz] cannot
be directly factored to h and g. However, the attacker can compute inverse of s
in Z7, and gets polynomial
Z fz s71i mod T

Now, f = hg in both R and F|x], because group action defined by multiplication
of exponents is a ring morphism. That is

np(x’) . (p(.%'j) — St ST = SIS gs(itd) np(xi . :Ej),
and similarly, oz +27) = p(a') + (7).
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4.1. Using masked weak keys as a backdoor

Weak keys can be easily detected by their joint low degree. Even if we mask
these degrees by ring morphisms, it is possible to verify all possible suitable
choices of ring morphisms in polynomial time. The attacker can still have some
suitable options how to mask the backdoored weak key by some predefined
constant (backdoor key). As a proof of work, we have prepared the following
algorithm that creates an efficient backdoor for BIKE-1 with enough entropy
in backdoored keys to avoid detection.

The attacker generates a random polynomial p € R. He stores this value on the
compromised security device (or within the obfuscated key generation code).
Polynomial p acts as the attacker’s backdoor key. During the key generation,
sparse polynomials h are generated according to formula

r—d
h(z) = Z hjz*t* mod (2" — 1),
j=0
where d corresponds to the chosen security level. Parameters s, a define ring mor-
phism for additional masking. These parameters are either randomly generated
(more work for the attacker, but better masking), or stored constants, or can be
omitted entirely (using s =1,a = 0).
The compromised algorithm then generates truly random polynomial ¢
of degree below d, and computes:
d—1
j(z) = Zqix“ mod (z" —1).
i=0
We do not need offset a, as ¢ is hidden. Multiplication by s in the exponent is
however necessary.

Finally, the key generation algorithm compromised by the attacker computes
g = pq, and presents g, ﬁl, hs as the private part of the ephemeral key. Public
key is computed normally as (Fy, Fy) = (gha, gha).

Once the BigBrother captures compromised ephemeral public key (Fy, F»)
used in BIKE-1 KEM, he computes unmasked public key

(fi.fo) = (" fr.p ™ fo).
BigBrother knows that

d—1 r—d
f<x>=q<x>h<x>=<zqix“>- Syt | mod (a7 1)
i=0 j=0

Coefficients of f have been computed from terms in the form

Qixszh]‘.’ljsj—i_a = qihij(H‘J)‘i‘a mod 7.
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BigBrother either knows (s, a), or tests all possible pairs, and computes:
T
A~ —1. —1
f(l‘) _ Zle's i—s~ "a mod T
i=0

Coefficients of f are now simply those obtained from terms qihjx(”j ). Further-
more, i + j < r, thus polynomials f are simple products of ¢ and corresponding
h in F[z].

BigBrother now computes ged(f1, f2), and gets ¢'(x) = z¥g(x). He can then

compute
hll = fg/g,, and h/2 = fl/g,.

Thus, up to a rotation (z* term), he recovered all parts necessary to reconstruct
the private key of the cipher.

While this backdoor provides enough entropy (in selection of ¢) to avoid black-
box detection, it is not as strong as SETUP mechanism from [I5]. If polynomial p
is reverse engineered or leaked, anyone can unmask the public key (Fy, F») and
check, whether the key is weak or not (and potentially break the encryption).
It is an open question, how can we embed asymmetric backdoor in BIKE-1, or
how can we extend the weak key masking to other BIKE variants. However,
our goal is not to provide backdoor algorithms (we believe that BigBrother has
enough resources to do this better than academia), but to try to respecify the
key generation algorithm in a way that can prevent backdoored implementations
in general.

5. Generic backdoor prevention

In Section [, we have presented a specific type of backdoor based on generat-
ing and masking weak keys. This specific type of backdoor represents only one
potential way in which the attacker can leak sufficient information about the
private key into the public key. In general, we can suspect that the attacker will
try to leak some critical information about private key into a public key with a
hidden algorithm.

(Public) Keys in quantum-resistant primitives are typically much longer than
the key required for symmetric cipher of a corresponding security level.
For example, in BIKE-1 with Level-1 security, corresponding to AES-128, the
public key has n = 20326 bits. To construct the key pair directly from a true
randomness, we need to collect at least

qg=r-+2 [log2 (w;2>—‘ bits of entropy

(r bits are used to construct g, and the rest to construct hy, and hs, respectively).
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In QC-MDPC case, w is very small related to r, thus n > r > ¢ — r. In the case
of Level-1 security this means 11377 bits, most of which are required to con-
struct g, and we only need 1214 bits to construct both Ay, and hy. From an
information theoretic point of view, the public key represents a large enough
channel to transfer extra information that will allow to identify private keys
(e.g., by finding a suitable algorithm that will choose a special non-random g,
that still retains enough entropy corresponding to a given security level).

Generating a lot of truly random bits is difficult in most of the security de-
vices. On the other hand, for Level-1 security we only need A = 128 true random
bits, and try to derive another required key bits by using an approved PRNG,
or some custom algorithm that can be faster and better adapted to the spe-
cial structure required in the private key. The custom algorithm approach how-
ever can help the attacker to construct and hide a possible exploit more easily.
A recent example is a vulnerability in RSA key generation in Infineon chips that
was discovered by Nemec et.al. [11]. In this case, RSA key is generated from a
small seed by a custom algorithm that can find required secret primes faster than
a standard generate and verify approach. Unfortunately, the custom algorithm
leaks too much information about the secret keys, and they can be reconstructed
from the RSA’s public key. It is not possible to decide whether the flawed key
generation was a security design mistake, or a covert channel artificially de-
signed to compromise the users security. We thus propose that a verifiable key
generation from a provided random string is specified directly in the standard
(for all post-quantum standards where applicable).

5.1. Verifiable key generation

Under the term verifiable key generation we understand a deterministic al-
gorithm K D that derives key material for public key system from a fixed truly
random bit-string for which the following security definitions hold:

(1) Verifiability. Let k4 be a secret parameter known only to legitimate user
(audit key, of length \). Given K, k, and k4, a legitimate user can verify
that K = KD(k).

(2) Pseudo-randomness. Let ko, k1 be two bitstrings of length A chosen by the
attacker. Challenger computes K = K D(ky), where b is a random bit, and
reveals K to the attacker. Attacker wins if he can guess b. Verifiable key
generation is secure if advantage of the attacker in this security game is
negligible (with respect to \).

The first property says that a legitimate user owns a specific (audit) key, that
allows him to verify whether the key K was correctly derived from a provided pre-
key k. On the other hand, pseudo-randomness means that the attacker cannot
prepare a pre-key k for some desired key K. It is easy to see, that if he could do
this, he would trivially win the proposed security game. Moreover, the attacker
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cannot predict any bit of K given a choice of k. If he could do this, he would be
able to win the game (the prediction algorithm becomes a distinguisher in the
security game).

In practice, function KD can be instantiated by using a standardized XOF
function SHAKE of appropriate security level. XOF (an extendable-output func-
tion) is a function on bit strings in which the output can be extended to any
desired length [5]. The proposed key derivation for BIKE-1 works as follows:

(1) Alice chooses secret audit key k4 (of length A) in the security device ini-
tialisation phase (e.g., card personification).

(2) When generating a key, the security device generates a random pre-key k
(of length \).

(3) ¢=1 (SHAKE(k|kA|cl,7')).

(4) hi= oo (SHAKE(k|kA|02, Mog, (w’;z)})).

(5) h2= o2 (SHAKE(klkales, Mogs (,)5)1))-

(6) Secret key is a tuple: (g, hi, h2). Pre-key k is presented to Alice along with

the secret key, or stored in a separate audit compartment (write-once)
of the security device.

Algorithm ¢ just ensures that ¢ has an odd Hamming weight (in a determin-
istic way, e.g., by flipping the last bit if the Hamming weight is even). Algorithm
©2 is a bijective transformation from bitstring of length [log, (w’;2)] to a bit
string of length r and weight w/2. It is also possible to use faster deterministic
algorithm to construct a constant-weight bit-string from a given source of ran-
domness (see, e.g. [6]). In that case we need to increase the number of bits
generated by SHAKE, accordingly.

Constants ¢y, cg, c3 are chosen to provide domain separation between ¢, hq, hs
(so we can consider them as independently generated). To strengthen the system,
we can generate three separate pre-keys instead. In practice, we can just derive all
len bits required to generate g, hq, he with a simple call to SHAKE(k|ka,len),
but we must then ensure proper parsing of the resulting bitstring. In case where
SHAKE algorithm is not implemented on the security device, it can be replaced
by multiple calls to a standard hash function with additional counter input.

We can see that on request, Alice can verify in an independent device (with an
independent software), that (g, hi, he) are indeed derived from k. The attacker
cannot provide another k' with this property, as this would mean that he can
break one-wayness of the SHAKE algorithm.
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5.2. Efficiency of the verifiable key generation

We implemented verifiable key generation into BIKE reference implementation
using C language. Here we provide some hints and details of our implementation.

Details of ¢y (z):

(1) Create bitstring h = (11...100...0), with |h| = w/2.
(2) Fori=1to w/2:

(a) P = EztractBits(z, [logy1]),

(b) p = Int(P) modr,

(c) Swap(h,i,p).

FExtractBits function extracts a specified number of bits from a bitstring x.
Function Int converts a bitstring to an integer. Swap(x, i, j) exchanges bits in x
on positions ¢ and j.

We used OpenSSL EVP shake256 as an expandable output function (XOF).
The experiments were done under Oracle VM Virtualbox platform, with 64

Bit OS Ubuntu 18.04.1 LTS, 1.9 GiB of memory and Intel Core i7-3630QM CPU @
2.40 GHz x 2.

TaBLE 3. Performance (in million of cycles) of BIKE with security level of 128 bits.

Variable key generation | Original key generation

KeyGen | Enc | Dec KeyGen | Enc | Dec
BIKE1 | 1.32 1.14 | 28.52 0.9 0.96 | 27.61
BIKE2 | 14.14 0.51 | 26.97 | 14.06 0.55 | 27.59
BIKE3 | 0.8 1.26 | 32.53 | 0.76 1.29 | 30.54

TaBLE 4. Performance (in million of cycles) of BIKE with security level of 96 bits.

Variable key generation | Original key generation

KeyGen | Enc | Dec KeyGen | Enc | Dec
BIKEL | 0.57 0.60 | 12.37 | 0.57 0.68 | 12.25
BIKE2 | 7.39 0.33 | 13.48 | 7.69 0.35 | 12.13
BIKE3 | 0.44 0.68 | 1224 |04 0.78 | 13.75

TaABLE 5. Performance (in million of cycles) of BIKE with security level of 64 bits.

Variable key generation | Original key generation

KeyGen | Enc | Dec KeyGen | Enc | Dec
BIKE1 | 0.25 0.27 | 4.62 0.23 0.26 | 4.39
BIKE2 | 4.47 0.15 | 4.48 4.63 0.15 | 4.66
BIKE3 | 0.19 0.27 | 5.34 0.18 0.28 | 5.36

As we can see in tablesBl @ and [l results are very similar with both approaches
for key generation.
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6. Conclusions and open questions

In this paper we have shown that the attacker with non-interactive access
to key generation algorithm of the BIKE algorithm can create and hide weak keys.
The attacker can then compute each ephemeral key generated by the compro-
mised security device, while the generated keys retain enough entropy to avoid
detection. Furthermore, if the attacker’s backdoor mask p remains secret, the
ephemeral keys should be secure against third parties. It is an open question,
whether it is possible to construct a similar BIKE backdoor with asymetric hid-
den backdoor key (similar to Young’s SETUP mechanism for RSA) that only the
attacker can exploit even if the secret parameter in the compromised security
device is found out.

We have not studied another post-quantum candidates, but we believe there
will be many other weaknesses against kleptographic attacks (i.e., backdoored
implementations, typically in the key generation phase). These attacks can target
not only keys, but also some nonces or prescribed random values. For example,
in McEliece cryptosystem, each encryption requires a random error vector to pro-
tect secrets. This error vector also requires significantly more entropy to generate
than necessary (in respect to security level). If the attacker can control how the
error vector is generated for each encryption, he might be able to create instances
that are easy to solve (instead of a general hard version of the problem with a
random choice of the error vector). This problem can be solved on a protocol
level by taking control of the error vector from the sender, as can be seen in our

proposal [16].

Similarly, to avoid backdoors in key generation, we should standardize a
pseudorandom key generation that computes the actual key using a one-way
pseudorandom algorithm seeded by a truly random bit string of the minimal
possible size prescribed by the security level. Thus the security device user can
either provide its own seed from the independent device, or at least verify that
the attacker could not intentionally create a key from some class of weak keys
(due to one-way property of the key derivation algorithm). If the key derivation
is fast, this can even save speed in the key generation phase (because entropy
extraction from the physical sources of randomness is typically a slow process).
In this case, a security evaluation should extend to the whole algorithm including
the key derivation from a random bitstring of a fixed size.
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