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ABSTRACT. Lieutenant colonel Karol Cigdn (1921-2005), head of the cryp-
tographic unit of the Czechoslovak Ministry of National Defence in the period
1949-1958 was after discharging from this position in Prague relocated to an
insignificant and substandard command position at a district military admin-
istration in Slovakia. His cryptographic experience was of no use in his new
position. To profit from his previous experience as a high qualified cryptogra-
pher he started to study the accessible literature and archive materials about
the usage of the Czechoslovak cipher systems during the WWII. The result of
this his activity were some manuscripts where he deciphered and analyzed some
Czechoslovak military wireless telegrams. His critical analysis and his conclusions
did not meet an understanding or a positive response of historians and were nor
accepted for publication. He had no other chance as to sent them to archives.
Unfortunately only one (in two copies) and a collection of small notes survived.
The aim of this paper is to make decisive technical parts of manuscript [K. Cigan:
Impacts of the decryption of the cipher system of the Czechoslovak Ministry
of Defence in London from the years 1940-1945 on the resistance movement.
Archive of the Slovak National Uprising, Banska Bystrica, Slovakia, Document
collection (Fond) V, manuscript no. S36/90, 46 pp.] about the usage of the so-
called STP cipher accessible. Thereby we complement the paper [S Porubsky:
STP cipher of the Czechoslovak in-exile Ministry of Defence in London dur-
ing WWII, in: Proc. of EuroHCC’17, 3rd European Historical Ciphers Collog.,
Smolenice Castle, Slovakia, 2017 (J. von zur Gathen et al., eds.), Slovak Univ.
of Technology in Bratislava, 2017, pp. 47-66] where the part of this manuscript
containing Cigai’s method for solving STP cipher which he calls “mathematical”
is published. To put Cigai’s analysis and comment into their historical framework
we briefly outline the history of Czechoslovak military intelligence activities with
emphasis on their cryptological component.
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There is a mystery in the soul of State

Which hath an operation more divine

Than breath or pen can give expressure to.
SHAKESPEARE, TROILUS AND CRESSIDA

1. Introduction

Karol Cigédn was a Slovak career officer who started his military career
in 1944 as a graduate of the newly established military academy in Bratislava.
He entered his cryptologic path in the Czechoslovak army in January 1947. In
the period 1949-1959 he served as the head of the cryptologic section at the
Czechoslovak Ministry of National Defence (MND). On January 9, 1959 he was
fired from this position on the basis of purely political accusations. The first
decision of the superior military and political authorities was to discharge him
completely from the military service. A month later, this decision was withdrawn
and he was relocated to a substandard command position at a district military
administration in a small town Vréble in south Slovakia and in October of the
same year to Koméarno on Danube, on the border between Slovakia and Hungary.
He stayed here with a small two-month interruption between March and May
1978 for the rest of his career and here he was retired on January 1, 1979 and
died on July 5, 2005. He is buried on the local Catholic cemetery. For more
details on his carrier refer to [25].

Though his high cryptographic experience was of no use in the positions after
his discharge from the position of a cryptographer, the personal hard crypto-
graphic fate did not break him. He remained a passionate cryptographer for the
rest of his life. He studied and read the published literature about the commu-
nication between MND in London and Czechoslovak resistance groups, solved
the related encrypted radiotelegrams deposited in archives in his leisure time.
Using this material he tried to fill some gaps in some conclusions of histori-
ans about the resistance and of the role of German spies in the service of the
Czechoslovak military intelligence. He was disappointed by the displeasure of
professional historians to accept his analysis and the conclusions of his analysis.
Most of their reservations were based on the lack of the understanding of the
role of cryptography in the evaluation of the military intelligence activities and
of the underground resistance saboteur actions. A starling facet of these unequal
position fights was the fact that Cigdn’s manuscripts were never published or
released to a wider professional community (his preserved manuscripts did not
attract the attention of the scholar historians neither after the fall of communism
in 1989). Disappointed Cigan decided to deposit his manuscripts for a future
better evaluation in various military of even communist party archives which
he trusted in. Nevertheless, as it seems, only one manuscript [§] survived out of
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these manuscripts up to these daysE] The remaining ones disappeared (or were
stolen) from the archives. Surprisingly, this one manuscript [8] survived in two
archives. In a recent report [24] we published a part of the manuscript which
was devoted to what Cigan called a “mathematical method” for the solution
of the so-called STP cipher. Though without a deeper mathematical education,
he tried to recover the method which the captured German cryptologists loosely
denoted as “mathematical” in their interrogations after the end of WWII.

In what follows we reproduce the essential parts of manuscript [8] focusing on
the technical details of the usage and solution of this cipher, as they were seen by
Cigan. Nevertheless, the manuscript contains also many interesting analytic
facts and comments on the political and military evaluation of that period in the
light of some telegrams sent in the broadcasting communication between intel-
ligence department of the in-exile MND in London and the resistance groups in
the territory of the former Czechoslovakia during WWII. His analysis is based
on telegrams he found in military archives, which he solved and deciphered and
which he used to substantiate his conclusions and arguments. Since a reproduc-
tion of these parts of the manuscript requires a deeper knowledge of the political,
military and social situation and atmosphere of that period in the territory of the
former Czechoslovakia, they are mostly omitted in what follows. On the other
side, to enlighten some other historical circumstances and their background we
add a short (and consequently incomplete) historical account about the devel-
opment of the Czechoslovak military intelligence till the end of WWIL. In this
part our emphasis is given on the technical and historical background connected
with the usage of the cipher systems in the communication between the in-exile
MND, its foreign branch offices and the resistance groups in the homeland.

It must be said, that the most information about the activities of the intelli-
gence parts of the army or police in the former communist regime were classified.
The information that there are cryptological intelligence units in the army, po-
lice, etc. was not publicly spread and the cryptologists as such were not allowed
to reveal their identity. Moreover, around and after the communistic coup d’état
in February 1948 a “witch-hunt” began in all levels of society, especially against
those who fought in the West. Consequently, no serious professional cryptan-
alytical analysis of the cipher systems deposited in the military archives and
used during the WWII was done (unfortunately up to now). The reason for such
absence was manyfold. Firstly, an objective analysis of political and military
activities coming and organized form the West was politically undesirable. Sec-
ondly and surprisingly, a similar enterprise in direction East was also not possible

I Besides this one manuscript there are deposited several small appendices in the Archive of the
Slovak National Uprising in Banskad Bystrica, Slovakia. The manuscripts — called “fascikly” —
numbered from 1 to 8 can be found in the document collection (Fond) V, no. $22/2002, box 4;
the first 7 of them having together 78 pages. Number 9 and 10 are promised to be sent, but
they were actually not sent.
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with regard to inaccessibility of Soviet archives and a bareknuckle tacitness of
participants of the events i

Some details, destined more for general audience than for specialists, can be
found in books [13]-[15] written by a former military cryptologist. Unfortunately,
a cryptographer would miss here many important details (e.g., details on used
passwords, more detailed descriptions of mentioned cipher system, etc.).

As mentioned, K. Cigan as a “retired” cryptographer devoted himself in
the spare-time to the decryption and the analysis of the archived wireless cor-
respondence between the in-exile Czechoslovak government in London and the
home resistance groups. Partly because he had a legitimate feeling that the
published papers do not also employ a serious cryptographical analysis of the
preserved radiotelegrams. In 1967 he succeeded in deciphering some radiograms
connected with the activities of agent A-54 Paul Thiimmel. This agent of the
WWII Czechoslovak intelligence, often declared as a top agent of the pre-war
and the second world war Czechoslovak intelligence, is a controversial figure.
Thiimmel was a respected member of NSPDA and holder of the Golden Party
Badge of NSPDA showing his early entrance in the party. Cigéan analyzing of
till that time not decrypted radiogramﬁ tried to show that A-54 was not a dou-
ble agent, but an agent of the operational concealment, a point of view which
was not (and still is not) fully accepted by historians. The cryptographical core
of the corresponding Cigédn’s manuscript [6] was not published and as it seems
it is lost in the meantime. Its published version [7] in a military mag is actually
a censored and revised version of his intended contribution to this part of the
military history of the Czechoslovak intelligence service during WWII. From our
point of view, the important cryptological details of the manuscript were ex-
punged. As a whole, it seems that even this his partial success in publication of
his research was a consequence of the liberalized political setting and relaxation
of censorship during the period of the Prague Spring 1968. Invasion of Eastern
Block armies in the night of 2021 August 1968 not only ended this brief period
of liberalization but also the effort to unprejudicedly revaluate the WWII part
of Czechoslovak military history.

The exception proves the rule, but in general, the evaluation of the home
resistance time period during WWII by the Czechoslovak historians during the
communism time was heavily indebted to the communist ideology to heroise
and glorify certain aspects of the resistance and suppress or neglect some others.
One such peculiarity and particularity was the unwillingness to recognize that

2A seldom exception. In the interrogation of SS-Oberscharfithrer Dr. Alois Hornischer on 12
February 1946 in Prague it is mentioned that a Russian parachutist Josef Dicka died at one
airdrop in Poland. In his material a list of addresses enciphered with an unusual cipher was
found. The cipher was allegedly solved by major Ergert.

3The radiograms were of course decrypted during the WWII but the decryptions were often
lost and the direct witnesses were mostly dead in the meantime.
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it was within possibilities of the intelligence units of the enemy German army to
overpower the possibilities of the home resistance and of the in-exile Ministry of
National Defence on the field of breaking of ciphers considered by their users to
be unbreakable. It was often politically more advantageous to exploit a failure of
an individual who betrayed, as to admit that beside such regrettable episodes,
there was something what did not work properly in own lines. And this was
the failure of the intelligence department of the Czechoslovak in-exile MND in
London in the organization of the wireless communication, and especially in the
organization of its cryptographic way of operation.

2. Organization and role of the Czechoslovak intelligence
till the end of WWII

Czechoslovakia (Czecho-Slovakia) as a sovereign state was founded in Octo-
ber 1918 when it declared its independence from the former Austro-Hungarian
Empire. After the independence declaration the first highest authority of mili-
tary administration became the so-called National Defense Committee (Vybor
narodni obrany). It was established by the National Committee (Narodni vybor)
on 30 October 1918 and it was responsible for the governing of all the matters
concerning the army and the defense of the state. The first supreme army com-
mand was The Supreme Military Command (Vrchni vojenské velitelstvi) which
was on December 18, 1918 replaced by the newly established Ministry of National
Defence (Ministerstvo ndrodni obrany).

The ministry had 17 departments, from which only one — the 3rd one called
military one — had a real military orientation. The foreign minister Edvard
Bened] negotiated a military assistance with the main ally of Czechoslovakia—
—France. The negotiations resulted in the deployment of a French Military Mis-
sion (FMM) to Czechoslovakia. It started its mission on 13 February 1919 and
its officers were directly incorporated into the organization of the Czechoslovak
army and on the most important command posts. The initial number of the
persons was 45 officers, and the maximum was attained in October of the same
year, 145 officers [ The head of FMM was French general Maurice Pellé.

In May 1919 section A of the IIIrd Department was unified with until then
autonomous supreme command of army in Slovakia. The General Staff (GS) was
formed by merging FMM and the ITIrd Department of MND.

4Benes was the first and longest-serving foreign minister of Czechoslovakia, from 1918 to 1935.
When President Tom&s G. Masaryk retired in 1935, Benes was elected as his successor in this
function.

5Some sources claim that various command posts were filled with some 200 French non-
commissioned officers, with more than 100 commissioned officers and 19 Generals.
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On 4 July 1919 Czechoslovak president Tomas Garrigue Masaryk appointed
the Chief of the FMM in Czechoslovakia, general Maurice Pellé, as the supreme
military commander of the Czechoslovak Armed Forces. He and later from Janu-
ary 1, 1921, Eugéne Mittelhauser were the first chiefs of the GS of the Czechoslo-
vak Armed Force. Its inner organization mirrored the structure of the FMM.
It consisted from a Chief, his First and Second Deputy and four departments: 1st
operational, 2nd intelligence, 3rd organization and mobilization and 4st trans-
port one. The command positions followed a parity French-Czechoslovak repre-
sentation model: French head — Czechoslovak deputy head. In the period from
1919 to 1925 the head of FMM was also the Chief of GS.

In 1926 FMM became an advisory body in the matter of the organization of
the Czechoslovak army. The mission was inactivated on January 31, 1939.

Only a partial information preserved about the beginnings of the Czechoslovak
intelligence service. At the beginning of 1919 this component of military activity
was under the auspice of section A of the mentioned 3rd Department at MND.
Two smaller intelligence groups — covered as propagation and press departments
— were at the Foreign Ministry (head Jan Hédek since 1919) and at the Interior
Ministry (head Jan Hajsman since 1922). Acting head of section A was lieutenant
colonel Rudolf Kalhousfd

The first known head of the intelligence department was 36 years old ma-
jor Cenék Hauzvic, former head of the intelligence department of the Austria-
-Hungarian military government in Lublid]. He took over this function on No-
vember 12, 1918. The General Staff of the Czechoslovak Defence Force was of-
ficially established on 15 October 1919. His deputy since November 1, 1921
(and later head of the search group) became the major of the Italian legions
Mojmir Soukup. Head of counterintelligence section in February 1920 became
Vladimir Vanékl The cipher section of the 2nd Department was responsible for

6Section A had originally four divisions: 1st operational, 2nd organization and mobilization,
3rd intelligence and 4th transport. Later the divisions were renumbered and the intelligence
department obtained number 2 to emulate its French preimage the “Deuxiéme bureau”.
7TodaLy a city in Poland. After the third of the Partitions of Poland in 1795 Lublin belonged
to the Austrian empire, since 1809 to the Duchy of Warsaw, and then since 1815 it was under
Russian rule. Russian rule ended in 1915, when the city was occupied by German and Austro-
-Hungarian armies.

8From February 1919 to December 1920 he directed the build-up of the counterintelligence
section of the Czechoslovak intelligence service. After his “deactivation” he continued his ser-
vice in a diplomatic career. In 1921 he was attache at the Czechoslovak embassy in Stockholm,
in 1923 Czechoslovak counselor in Linz, in 1924-1929 attache in Paris, and during 1931-1937
again at the Czechoslovak embassy in Stockholm which he also occasionally led as chargé
d’affaires. After returning to Prague, he became an officer of the 2nd section of the Ministry
of Foreign Affairs responsible for Sweden, Norway and Austria. After German occupation of
Czechoslovakia he managed to return back to Sweden on March 17, 1939. In August 1939
Vanék obtained from Emil Strankmiiller, who operated as an intelligencer officer in Sweden
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the intelligence contact and the correspondence abroad and for the encryption
and decryption of the correspondence. Head of this section was Jan Ropek. Since
1928 till March 15, 1939 its head was Josef Ruzek (in 1928 major). In 1938 this
section had 5 members: lieutenant colonel Josef Ruzek, major Jan BrandsSteter,
captains Ladislav Syrovy, Befich Frybort anf Josef Andrle. Another protagonist
of our following tale captain Frantisek Fry¢ was member of the Offensive sec-
tion of the GS in this time. In the thirties he also joined Josef Ruzek in solving
German double transpositions (German: Doppelwﬁrfelverfahren)ﬂ

At the very beginning, the members of the new 2nd Department had almost no
practical experience and theoretical knowledge in the subject. Therefore Mojmir
Soukup organized crash courses for them based on the experience gained during
WWTL. In the courses, mainly French officers lectured. In 1920 the Department
issued a first written and classified booklet Intelligence service in war time based
on a treatise of the Russian general Pavel Fedorovi¢ Rjabikov, who was an advisor
of the Czechoslovak intelligence service till the beginning of thirties. However,
there was no word in it about cryptology .

from August 1939 to spring 1940, cipher keys and a radio transmitter. In Stockholm Vanék
maintained the “Swedish corridor” of the Czech resistance and sent about 500 messages to
London in period August 1941-March 1942. In March 1942 he was — upon the pressure of
the Germans arrested — sentenced to three and half years’ hard labor for espionage against
Germany. The breaking of his telegrams to London, which were used in the process was a
master piece of Arne Beurling. Clearly, before the court the explanation how they were broken
was a camouflage of Swedish police. [5, p. 109-118]

9The Czech sources mention that it was a double transposition (cf. [14, p. 240]), but as it fol-
lows from TICOM files it was rather a transposition with dummies. Namely, as it is reported
by Wilhelm Fenner [10], the chief of Hauptgruppe B of the Chifrierabteilung OKW (Armed
Forces High Command): “After the fall of Czechoslovakia, Fenner had visited Ruzek, the head
of the Czech organisation, who told him that the Czechs had read the German military trans-
position with dummies, after receiving information on the system from a German informer.
Fenner maintained that, without outside information, single transposition with dummies is
quite unbreakable ...”

As it seems that the German Army double transposition hand cipher was also solved by
Polish Biuro Szyfréw prior to 1928 [18] p. 301 and 973]. An exchange of information between
the Polish and Czechoslovak cryptologists was very improbable in that time due to bad relations
between both countries. The main source of discrepancies was the demand of both sides on
some border territories, e.g., on the territory of Cieszyn Silesia. This controversy finally ended
in the so-called Poland-Czechoslovakia war (in Czechoslovakia known as Seven-day war (Czech:
Sedmidenni valka)) in 1919. Another typical projection of mutual bad relations is from the
year 1934. In this year there was organized The IInd Congress of Slavic Mathematicians in
Prague. Some Polish mathematicians had problems to participate on the congress, e.g., the
prominent Polish mathematician Waclaw Sierpiriski did not obtain permission to participate
on the Congress. However, there are some indications that after all he participated on the
Congress when he stopped in Prague using a permission to travel to Italy, but for his real
participation on the congress there is no archival confirmation.
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At the beginning of 1936 the Czechoslovak intelligence service silently changed
its main strategic partner@ Instead of the French one it was the British intel-
ligence servicdd who took up the leading role. After this swap the key role in
the Czechoslovak—British collaboration was played by the local resident of the
British Military Intelligence Harold Gibson “Gibbie” (in Czech Gibby)E who
did serve as SIS (also known popularly as MI6) Station Head in the British
Embassy in Prague from February 19349 and covered himself as the passport
control officer.

On September 30, 1934 to the 2nd Department there was assigned military
intelligence officer lieutenant colonel Frantisek MoravedE, code name Pavel, as
the head of section B — the search section[] Later, on March 1, 1937 Moravec

1011 1938 the head of the Analytic section colonel Frantisek Havel characterized the collabora-
tion with French intelligence service as a not very fruitful bilateral relationship which gradually
become cool and after the Munich Agreement it even became strained.

1The Czechoslovak military intelligence also started a cooperation with representatives of the
Soviet intelligence service in Prague in the second half of 1936, approximately a year after the
Czechoslovak—Soviet Treaty of Alliance was signed on May 16, 1935. This cooperation, which
was judged positively by the members of the 2nd Dept., was performed under the auspice of
colonel Frantisek Héajek, last head of the 2nd Department. Based on this agreement Ruzek
visited Moscow in 1936 and learned the Soviets how to solve German double transposition
(cf. footnote [0).

12After the Germans marched into Prague on March 15, 1939 the station was closed and
Gibson and his staff decamped to London on March 30. He was then sent to Istanbul, where
he was active previously in the rank of major in the period 1919-1921 when the town was still
Constantinople. In 1945-1948 he was again the head of station in Prague. He was later found
shot dead on August 24, 1960 in his apartment at 25 Via Antonio Bosio in Rome.

13Gibson’s counterplayer on the French side was major Henri Gouyou (code name Smidra),
intelligence officer of the Service de Renseignement of the military attache colonel d’Abord
at the French Embassy in Prague. Gouyou came to Prague in 1936. After closing the joint
French-Czechoslovak military mission in Prague in June 1936, Gouyou was respounsible for the
exchange of information, particularly about the German activities, and the encrypted radio
communication.

14Not to be confused with Emanuel Moravec, colonel of the pre-war Czechoslovak army and
later a Nazi collaborator as a Minister of Education and National Enlightenment in the puppet
government of Protectorate of Bohemia and Moravia.

L5Frantisek Moravec (1895-1966) was drafted into Austro-Hungarian Army in 1915 being
a student at the Charles University. He was sent to the Eastern Front (Galicia). On 13 January
1915 he was taken as prisoner by Russian troops. In 1916, he voluntarily joined the Serbian
Legion and fought on the Romanian Front. He later moved from Archangelsk to Britain,
and in 1917 he joined the Czechoslovak Legions at the Salonica Front. In January 1918, the
legions were sent to the Western Front in France and in summer 1918 to the Italian Front.
On 1 December 1929 major Moravec become the head of the intelligence department of the
Land Military Command in Prague (Zemské vojenské velitelstvi v Praze). By the way, Moravec
sat in the same office as several years ago the renowned Austrian colonel Redl who sold the
mobilization plans of the Austrian army to the Russians in 1913. The room was in the building
of the Land Military Command in Prague in the so-called Liechtenstein Palace in the Mald
Strana district. Since 1848 troops were settled there and 1850, it was definitely repurchased
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become deputy head of the 2nd Department and on January 2, 1939 its interim
head.

Shortly before World War II, on March 15, 1939, Czechoslovakia ceased to
exist. Its territory was divided into three parts: The Protectorate of Bohemia
and Moravia, the newly declared Slovak State and the Carpathian Ukraine. The
Protectorate of Bohemia and Moravia was directly joined to the Third Reich,
the Carpathian Ukraine was divided between Poland and Hungary[H

After the Czechoslovakia was broken up by Nazi Germany on March 15, 1939,
the MND was closed by Germans on December 31, 193917 The period 1939—
—1945 is characterized by the creation of a military administration under the
conditions of the foreign exile. The center of the Czechoslovak foreign resistance
was at the beginning in the United States of America, and from the summer
of 1939 it was Paris and later London. There were made the first attempts
to build administrative authorities, including military ones, of the Czechoslovak
Republic abroad. The outbreak of World War II opened a chance to create a tem-
porary exile government. However, France and the United Kingdom have only
allowed the creation of the Czechoslovak National Committee (Nérodni vybor
¢eskoslovensky) at the beginning, which was established on 17 November 1939
in France. It must be said that despite massive communistic propaganda during
communist period which attributed the leadership of the domestic resistance to

by the army. During the Second World War there was the German military headquarters. On
September 30, 1934 Moravec was promoted to colonel and in 1943 to general.

16 As mentioned in 23} p. 215] the Czechoslovak intelligence service knew some German ciphers
which were revealed by agent A-54. Based on the deciphered radiograms of German police
stations near the border the prepared invasion of German troops was evident for several days
before 15 March.

L7President Edvard Benes abdicated from his position after the Munich Agreement on Oc-
tober 5, 1938 as a result of a strong German pressure. On 22 October he went into exile by
a scheduled flight first to London. Later he went to USA where he lectured at University of
Chicago. After the German occupation in March 1939 he returned back to London in July
1939. Most of his communist opponents from the political bureau of the Central Committee
of the Czechoslovak Communist Party also emigrated, in this case to Moscow following a de-
cision of the Comintern. The leader of the Czechoslovak communist party Klement Gottwald
left Prague to Moscow via Paris in November 1938. Other groups of communist exponents left
Czechoslovakia to Moscow via Paris, Copenhagen, Stockholm, Finland, Leningrad in December
1938. The most known exception was Slovak communist Vladimir Clementis, who spent the
war in London. After the communist coup d’état, which he helped to organize, he succeeded
Jan Masaryk as the Foreign Minister. Then he played a decisive role in organizing of the
Czechoslovakia’s participation in Operation Balak providing help to the newly founded Israeli
Air Force. In 1950 he was forced to resign from his all political positions. He was accused of
being a “bourgeois nationalist” and participating in a Trotskyite-Titoite-Zionist conspiracy.
After being convicted in the Slansky show trial, he was hanged, along with Rudolf Slansky,
on December 3, 1952. His ashes were scattered on a road near Prague. His communist jailers
returned his wife only his two pipes and tobacco.
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FI1GURE 1. Independence of Czechoslovakia as seen by the British cartoon-
ist Sidney “George” Strube, Daily Express March 16, 1939.

the Soviet Union via Czechoslovak communist party, the home resistance was
mainly organized from the West.

One of the subdivision of the Czechoslovak National Committee called the
Military Administration administered the run of the Czechoslovak army in Fran-
ce. The Chief of the Military Administrations had the duties and competence of
the minister of MND. The Military Administration was divided into three units
(1st military-political, 2nd generally military and 3rd aviation). The Czechoslo-
vak National Committee in Paris including the Military administration was
closed on June 1940 and deployed to Great Britain. Here, the in-exile MND
was established in London on 22 July 1940. The organization and competence
of the in-exile MND followed closely the organization of the pre-war MND. The
structure of MND was later several times reorganized, for the last time in 1944.
The Chief of GS in London directed the work of four departments:

1st Department was in charge of maintaining contact with home, the co-
operation working with other state authorities, including military missions
abroad,

2nd Department was responsible for intelligence agenda,
3rd Department dealt with the issues of training, organization and education,

4th Department was in charge of material and administrative matters. He dealt
with orders and records of material intended for Czechoslovak troops.
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In the evening of 14 March 1939, the night before the Germans invaded
“rump” Czechoslovakia@, Moravec and 10 of his closest fellow intelligence offi-
cerd™ secretly managed to fly away with the most valuable intelligence files and
archives from Prague to London in an SIS-chartered KLM Douglas DC-3 plane.
The pilot was Dutch captain Vitula, having Czech ancestors dating back to 17th
century@ This operation, later called by Moravec the operation Transfer was
organized and realized by GibsonP] The rescued archive files were handed over

18German occupation of Czechoslovakia started on March 15, 1939 at 6 a.m. when German
troops poured into Czechoslovakia. It was the so-called Operation Southeast (Unternehmen
Stdost).

19T hese officers were: lieutenant colonel OldFich Tichy, major Emil Strankmiiller, major Josef
Bartik, major Karel Palecek, major Alois Frank, captain Frantisek Fry¢, captain Vladimir
Cigna, captain Véclav Sldma, captain Josef Foit and captain Jaroslav Tauer. The group should
have originally 12 members, however the twelfth member captain Bohumil Dité due to a car
crash on the way back from Bratislava missed a timely return to Prague (since it is reported
that the other members of the Dité’s group returned in time, it is possible that a flabbiness in
fulfilling of duties was a real reason for the holdup). Dité was sent to Slovakia as an observer
of the events that led to the independence of Slovakia on 15 March 1939 and to the break-up
of Czechoslovakia. For a long time it was claimed that the decisive role in the selection of
persons taken to London played the requirement that nobody of intelligence officers who came
in contact with Agent A-54 should fall in German hands and so to prevent his revelation.
Today, this view is taken as outdated. It were more probably requests for expertise in the
offensive and defensive intelligence directed against Germany, then the effort not to expose the
most committed officers of the German revenge, and last but not least, personal sympathy.
20The plane on the line Bucharest—Rotterdam—London extraordinary interlanded at 4 p.m.
in a very bad weather in Prague at request of Brits. The airplane took off a quarter to five
p-m. It ironically flew over Germany without lights where it flew across a heavy snow storm.
It landed on London airport Croydon at 10:40 p.m. the same day. Despite the fact that it was
a secret flight journalists waited the surprised group on London airport and the British press
informed about the “top secret” flight the next day.

21 [16]: No explicit trace of this dramatic operation survives in the SIS archives, although on
14 March Gibson requested London to grant him use of an emergency reserve of $1,000 and
£200, and reported the same day that he had taken custody of Moravec’s “most important
intelligence archives” in his office. The Germans indeed entered Prague on 15 March, and over
the next two weeks, with deft use of King’s Messengers and diplomatic bags, Gibson managed
to get the Czechoslovak intelligence archive safety to London, ...

What concerns the families of members of Moravec’s eleven, captains Alois Céslavka and
Frantisek Farek subsequently organized an illegal border crossing to Poland for them. Céslavka
with his family and families of Moravec’s eleven including Moravec’s wife Vlasta and two
daughters Hana (born 1921) a Tatiana (born 1922) passed afoot the Moravian—Polish border
on the line Radhost, Mordvka, Kotaf and Cieszyn on July 2, 1939. They left Poland on the
Polish ship Bathory to Denmark and from there on British ship England they arrived to Great
Britain in Harwich on July 26, 1939. Some of their baggages were lost in Poland. The daughter
Hana married Leo O. S. Disher, Jr. on July 29, 1942 in London.

The after war Moravec’s fate was typical for those who returned from West. He returned from
London to Prague on May 5, 1945. He was dismissed, disciplined and accused of leaving the
position in 1939 and of leaving with a group of officers to Britain without the approval of his
superiors, and without taking care of important documents which later fell in the hands of
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FIGURE 2. Moravec’s eleven source.
http://www.indiannet.eu/home_resistance/czpart2.html

to the British MI6 to be used against GermanyE‘] In Britain, from 1940 to 1945,
Moravec, code names Pavel, Fischer, Mora, Sudar, served as the head of the
intelligence service of the Czechoslovak government-in-exile. He coordinated the
Czechoslovak cooperation with SOE. Moravec maintained a secret radio con-
tacts with the Czech anti-Nazi resistance groups and a number of branch offices
of the Czechoslovak agents in various places in Europe and Near East. How-
ever, there was no real expert in group who could draw attention and help to
overcome the difficulties connected with the short wave radio communications.
Probably the most important cardinal mistake, having fatal consequences on the
home resistance, has roots in Moravec’s selection of the members of the group
who accompanied him to London. There was no real cryptological expert in the

group.

the Germans. On February 26, 1947, the disciplinary proceedings were finally terminated by
a decree of the President of the Republic Benes. On December 1, 1947 he was appointed as
the interim commander of the 14th Division in Mlad4 Boleslav but on February 28, 1948, he
was revoked from this position only three days after the communists coup d’état on February
25, 1948. On March 29, 1948 FrantiSsek Moravec emigrated with the help of British intelligence
service for the second time. Vlasta Moravcové, his wife, was taken over by a British diplomatic
car using a false passport. Their daughters left Czechoslovakia earlier following their husbands
and lived at that time already in London. Moravec later worked in USA as an intelligence
advisor in the Department of Defense.

220y instance, based on a close liaison with Moravec, Gibson inherited some intelligence assets
in Hungary in the middle 1941 ( [I6, p. 414]).
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Even if the group took several cipher systems, their practical use was tiny.
One of them was [12, p. 67—68] the so-called “dictionary encryption code VA”
(slovnikovy Sifrovaci k6d VA) intended for military attaches in Stockholm, Lon-
don and Riga. However it was inactivated in May 1940. Another one was “en-
cryption code I” (Sifrovy kéd I). This was again rather a code. The code words
were listed in a book and every code was enciphered by a five digit number giving
page, row and column number. Some of the cipher systems were smuggled to the
West by home resistance groups. The most important cipher of this group is the
cipher denoted as STT (see below)@. It was proposed by Josef Ruzek, who also
designed two further square ciphers Tonda (English Tony) and Pravda (English
truth). STT was originally intended for the resistance group Konselé (English
aldermen). It later motivated major Fry¢ when he designed the cipher systems
for parachute airdrops SILVER A, SILVER B and ZINZ.

As Cigéan’s manuscript proves, London group ignored basic rules for a se-
cure wireless communication what had far-reaching consequences for the home
resistance groups. Another example of an ignorance, the details of a proposed
cipher system and its changes were distributed through the same open channel
as the messages to which the cipher was applied. It is very difficult to find an
explanation for such failures1

In the period 1941-1945 the 2nd Department internally consisted of three
units: 1. Department of Offensive Intelligence, 2. Defensive Intelligence and 3. Mi-
litary Wireless Office (Czech abbreviation VRU for Vojenska radiova ustiedna).
The core unit was the 1st one which head was major Emil Strankmiiller, code
name Maly (English: small)@. During the years 1941-1945 it was divided into
four subdivisions: Intelligence Group (A), Study Group (B), Cipher group (C)
and Special group (D). The Cipher Group C dealt with transcription of the
encrypted messages from VRU and vice versa with encryption of messages in-
tended for transmission from VRU. The head of the cipher section since 1940
was major Karel Palecek, then since 1942 or 1944 major Alois Frank and finally

23Its code name was Kralik (English Rabbit), Normélni (English normal) or Rimské Dva
(English Roman two). The last code name was used by intelligence officers.

24 [13| p. 84]: “Between 1941 and 1942 there were realized 13 parachute airdrops in Protectorate
involving together 30 persons. Of them, 25 fell in fights, 2 of them betrayed and were executed
after the war and only 3 survived the end of the war. Losses amounted to an incredible 83 %.
For comparison, the average Wehrmacht’s annual losses on the front in 1941 and 1942 were
less than 30 %. If we add hundreds executed civilians for a cooperation with the paratroopers
and their executed family members, we must state that the balance of the losses was extremely
cruel. How many of these losses can be attributed to not secure ciphers?”

25His nickname was Strada among the members of the 2nd Department.
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major Matéj Solansky. Major Alois Céslavka was also active in the cipher busi-
ness. Cipherers were at the beginning lieutenants Hugo Weyrich (also written as
Vejrich), Rudolf Drbohlav and Rudolf Krzak 2

Moravec was responsible for the intelligence agenda of the Czechoslovak go-
vernment-in-exile till September 1, 1944 when the Ministry of National Defence
was reorganized and he become the deputy head of the General Staff for build-up
of the Czechoslovak armed forces. Nevertheless, he continually took the control
over the intelligence 2nd Department and its activities. The head of the 2nd De-
partment become colonel E. Strankmiiller and the head of its Intelligence section,
called section A, become Frantisek Fry¢, but as above it was Strankmiiller who
daily interfered in its activity. In the Cipher Section (so-called Section C) Fryé
was responsible for the used ciphers and administration of keys. Since 1943 this
role was taken over by the first lieutenant Vaclav Knotek. Despite the fact that
both Fry¢ and Knotek took several cryptological courses organized by the British
IS the used cipher systems were not applied properly as indicated above, and
will be shown below.

Moravec was a bit controversial personality@ The list of personalities which
had a hostile or strained relation to Moravec was long (for one sample of such
persons cf. [21]). For instance, the military resistance in the occupied Czechoslo-
vakia never recognized Moravec as the leading figure of the exile military resis-
tance. Instead of him it was Minister of National Defense in the Czechoslovak
government-in-exile general Sergéj Ingr, code names Svatopluk, Silny (English:
strong), Jasan (English: ash)P§

However, in many political aspects Moravec’s intuition was correct. For in-
stance, he disagreed with president Benes, code name Navratil, in the opinion
about Soviet union and it its role in the future. Contrary to Benes he did not
believe the proclaimed fairness of the Soviet politicians. His mistrust was also
based on his life experience. He was especially touched by the arrogance of the
NKVD colonel Ivan Andrejevich Chichaev (codenamed Vladimir Tikhonov and
also known as Tchitch) who served as the NKVD liaison in London from 1941 to
1945 P Despite this fact he was often more keen to Chichaev as it was necessary.

261 a very detailed report, which first volume has 330 pages, which was written for the
communistic interior minister Rudolf Bardk in 1957, in the cryptologic group alternated Alois
Caslavka, Rudolf Drbohlav, Alois Frank, Frantisek Fry¢, Miloslav Hladik, Rudolf Krzék, Karel
Palecek, and Hugo Vejrich.

27Not a very positive description of Moravce’s personality can be found in the interrogation
report of general Karel Palecek after his arresting by communistic police in 1949.

281ngr came to London on September 17, 1939 where he escaped from Protectorate via Paris.
He was withdrawn from the position of minister on 19 September 1944 following a strong
pressure of the exiled leadership of the Czechoslovak communist Party in Moscow, however.
29Chichaev (Cicajev) cover was the position of the counselor at the Soviet embassy. His wife
Ksenia Mitrofanovna served as secretary and cipher clerk. Later the chargé d’affairs Chichaev
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For instance, on Oct. 20, 1941 three men met at a lunch in one luxury restaurant
in London: major Desmon Morton, an associate of Winston Churchill, Raymond
E. Lee, a trustee of US government in London and Moravec. The topic of their
confidential discussion were details about the prominent politician in Nazi Ger-
many Rudolf Hess who on 10 May 1941 landed in Great Britain. The Soviets
were keen to learn the real aim of his flight to Great Britain from the very be-
ginning because they were afraid what is the goal of this unexpected visit: offer
of a negotiated peace or even an anti-Bolshevik partnership. Shortly after this
lunch Moravec met Chichaev and he disclosed him the details which he learned
during the above conversation, e.g., that the British knew about the German
plans to overfall of Soviet Union. The content of this conversation shortly after-
wards reported Berija to Stalin and Molotov. This action casts a different light
on Moravec activities, or perhaps activities of the whole group, since Moravec
was certainly not a friend of Soviets, but a secret collaboration of the Czechoslo-
vak in-exile goverment with Soviet Union forced him to play double game with
the British. This astonishing game was started in January 1941 when colonel
Pika signed on behalf of the Czechoslovak Government in exile with Soviet gen-
eral Fokin in Istanbul a secret Soviet-Czechoslovak military agreement which
included also the cooperation on the intelligence field PIThe British were kept
dark about this agreement.

Surprisingly, Moravec was not always down-to-earth as one would expect from
an intelligence officer. He strongly overestimated the role of his top agent A-54
Paul Thiimmel P] In this connection it is interesting to note that Benes doubted
about the role of A-54 with the words: Do you consider his reports to be correct,
are they not a part of a well-dressed bluff? (cf. [I1, p. 316-317]). As already
mentioned, it is almost sure that Thiimmel was a double agent or even worse

under ambassador Valeridn Alexandrovi¢ Zorin on the Soviet embassy in Prague drove the
Soviet spies in Czechoslovakia where he used his experience gained in his prewar participation
on the Sovietization of the Baltic states.

30Heliodor Pika was a Czechoslovak army officer. In 1941 he was appointed chief of the
Czechoslovak Military Mission to the Soviet Union in Moscow. He was loyal to the in-exile
London-based government and supported their democratic policies despite Soviet opposition.
During his stay in Soviet Union he was under constant pressure from the Soviets to betray the
Czechoslovak in-exile government. Moravec who preferred to contact Chichaev instead to send
material via Pika’s office in Moscow, prepared Pika many annoying moments in this way. On
the other hand, also the behavior of NKVD was not very friendly (opening the post in Stock-
holm, office-breaking in his office in Moscow, blocking of his sender, etc.) in attempts to obtain
some intelligence material ( [29, p. 252-253]). Pika was executed by communist regime after a
show trial in 1949. In 1992 he was posthumously promoted to the rank of general.

311n 1975 in New York there appeared Moravec’s memoirs Master of Spies, which Czech
edition was issued by Czech emigrant Josef Skvorecky under the title A spy who was not
believed in 1977 (cf. [23]). In these memoirs Moravec portrays his Agent A-54 as one of the
greatest spies during WWII.
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a German Abwehr agent of operation camouflage — as Cig4n tried to prove
in [6], [7]. Thiimmel besides these aspects of his activity without doubt used
the willingness of the Czechoslovak intelligence authorities to pay for his
“selected” information, parts of which was beyond his “official duty in the intel-
ligence game”. The money he needed to cover his above standard way of life 3
Nevertheless, each of his motives opens questions which are hard to answer
today. For instance the author of [I3, p. 65-66] has the following comment:

In the book [20] the authors argue that Agent A-54 was an agent of the oper-
ation camouflage, who worked for both parties and used our resistance led by
colonel Moravec in London to disinform the British. I am not a historian, but
the following question crosses my layman mind which strongly impugns the
truth of their claim: Why have the Germans got rid of such a source of disin-
formation so soon? At the beginning of 1942, they were far from not having
grounds to disinform the British. On the battlefields it was not yet decided.
In addition, most of the messages heading to London were under their control
using this channel. What better one would wish? By the liquidation of the
resistance group UVOD and of the agent A-54 they lost an important channel
for sending their disinformation. This engagement of the Germans could be
reasonably justified a year later when they were beaten at Stalingrad. Is it still
possible to find a true answer on this questions today?

The reader interested about agent A-54 should also consult [22].

3. Technical remarks to the radio communications
during WWII

K. Cigan starts his manuscript [§] with the following comments in the
introduction:

The significance of cryptology has increased considerably with the development
of radiotelegraphy. Already in the first and especially in the 2nd World War,
the struggling powers had powerful units in the structures of their armies
involved in this activity. From our point of view, it must be mentioned that
the fascist Germany built up the so-called Funkabwehr which was directly
subordinated to Oberkommando des Heeres (OKH). It was very well equipped
both with the material and with numerous personal staff consisting of radio
reconnoiters, gonio troops and decipherers.

32T hiimmel had a weakness for women. For instance, Thiimmel, aka Dr. Holm, met with many
representatives of the Film Club in Lucerna Palace in Prague which owner was Milo§ Havel.
To Thimmel’s circle of friends also belonged the well known Czech actress Lida Baarova
(1914-2000) known for her contacts with the Nazis. The most known is her alleged affair
with Reich Minister of Propaganda Joseph Goebbels. She also met four times with Adolf
Hitler. Nevertheless, Baarova was followed by the Gestapo and the Sicheheitsdienstin in the
Protectorate. Thiimmel helped her when she had problems with Gestapo. She said about him:
“He never told me what he was doing and who he was. From his comments and some of his
opinions, however, I had a feeling that he was not an enemy of the Czechs.” Another remarkable
story says that Paul Thiimmel tried to recruit her for a collaboration with Nazis. A-54 also
introduced her to Admiral Canaris who apparently tried to achieve the same.
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The importance of this field of activity was not sufficiently recognized by the
commanders of the Czechoslovak army before the Second World War. This
reflected in its activity levels and potentialities. The cryptology group included
3—4 cryptologists, who otherwise enjoyed the trust but were regarded as witty
beings. In reality they could not handle all the tasks that had to be solved in
this respect, however. Therefore, no one can blame the army group in London,
which took control over the cipher services after March 15, 1939, that they
introduced and adopted such a dangerous cipher system which we shall treat
here in more details.

After World War II, various experts rumbled that the Gestapo had decimated
the Czech resistance taking advantage of their breaking of the ciphers used
by London MND. This claims were based on a testimony given by captured
German cryptologists who revealed that they solved two cipher systems. Their
claims are not completely confirmed when compared with the archived cipher
keys used by the London head office. To their solution there were often needed
desirable requirements and assumptions, which could occur only occasionally,
and in long periods. Nor the second system in their presented operating in-
structions was so unambiguous, for the cryptographic keys of the described
character were not found in the London materials. It was based on a simple
substitution with a simple transposition followed by a super-encryption. No-
body had the idea at that time what monstrous unfortunate simplifications
the governing authorities of the in London MND introduced. To say truth
I alone realized these facts not before 1989.

From the testimonies of German cryptologists we also learned that in the
Funkabwehr headquarters in Berlin they were engaged in solving the Czech
ciphers by a “mathematical method”. And right this very knowledge, along
with other facts, has led me to try to get at the bottom of this method. It
took me a year of work?] I have to thank to A. Tichy for writing the
book [30]. In it I found valuable cipher data about the cipher keys used by the
parachute groups Antimony that helped me to understand something beyond
all understanding — to divide a complex cipher system into three separate
simple ones.

The fact that the Abwehr knew the content of the London MND radio commu-
nication for five years has to be declared as a national disaster. The extent of
damage should be evaluated by historians using the archived radiotelegrams.
There should be more than 22,000 of them. I could only recommend that a spe-
cialist for the radio reconnaissance and a cryptologic expert will be co-opt to do
this job.

To the words of Cigdan concerning non-preparedness of the Czechoslovak ra-
dio reconnaissance it should be added that solely the wartime experience showed
not only the importance of interception and decryption of transmitted informa-
tion but also the necessity to establish permanent agency conspiracy net of units
abroad addicted to this and similar tasks for gathering various strategic informa-
tion. Besides traditional courier links, personal connections, various impersonal
links, or postal links using diverse secrecy tricks under specific conditions etc.,
the build up of a reliable agency network based on a radio communication was

33Consult [24] for more details. SP
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a necessary assumption for a successful intelligence work. Nevertheless, it must
be said that Czechoslovak intelligence did not pay sufficient attention to the im-
portance of the build-up of a reliable network based on radio wireless connection
for intelligence purposes. On the other side there were also objective technical
problems connected with such a task. Wireless communication using short waves
was discovered only in the first half twenties of the 20th century. The difficulty
with their usage was connected with the fact that short waves behave erratically
because the propagation conditions of radio shortwave signals are very variable.
They depend on the height of the ionosphere, on the power of solar radiation,
particularly of the ultraviolet light, the condition of the earth’s magnetism to
mention some of them. In the early thirties a number of scientific institutions
started to study the laws by which it would be possible to plan the optimal
operating frequencies. For instance, only in June 1942 the British Admiralty is-
sued service tables Optimum Frequency Band Tables based on the methodology
proposed by the Inter-service Ionosphere Bureau.

Thus Czechoslovakia was not alone, the outbreak of war found France or
Great Britain unprepared too — without any agency stations, no organization
providing operating agency networks, and basically no experts and no system-
atic experience with the shortwave transmission traffic. Contrary to the military
intelligence service of the Red Army which in a close cooperation with the Com-
intern built up a network of “sleeping agents” equipped with suitable radio
transmitters Unfortunately till the occupation of Czechoslovakia in 1939 the
competent authorities did not succeed to build up such wireless agency network
abroad. The corresponding authorities began to be seriously interested in such
project only around 1937, and this was too late. It is reported that Ruzek took
great care in the radio interception that allowed a retrieval of encrypted messages
from potentially hostile networks, mainly German and Hungarian ones. The only
specialist with extensive technical knowledge and operational experience for ra-
dio connection in the 2nd Department was Jan Budik@, since 1936 a civilian
employee of the 2nd Department, who for family reasons (concerns about the rest
of his family), however, refused later to join Moravec in London (as, by the way,
did also Ruzek). Thus in the group of intelligence officers leaving Czechoslovakia
was no expert in the radio communications and in cryptology, what also sub-
sequently contributed to some fatal consequences in the radio communication.
British SIS build a transmitter for the Czechoslovak intelligence on Dukes Hill

34For instance, the qualified radio-telegraphic staff equipped with cipher instructions and radio
transmitters was sent to Czechoslovakia in advance. As it is noted in [IT}, p. 43] the connection
from Prague was planned to be held in the German language to ensure the connection also
with Austrian communist party. The traffic was launched on the Comintern impuls probably
on June 7, 1939.

35Ironically enough the name Budik means alarm clock in Czech and his code name was
“Inzenyr Hodina” (engineer Hour). He was an amateur radio operator with call sign OK 1 AU.
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at Woldingham near London, which was used for radio communication with in-
telligence branch offices abroad an with the domestic resistance since April 1940.
Here was the residence of VRU. However, an autonomic Czechoslovak center for
radio traffic was established on 1 September 1939 in London on West Dulwich,
Rosedalo Road. It had to disposal one borrowed radio transmitter [12} p. 46].

The first radio communication where the home resistance succeeded to estab-
lish a permanent connection was via Warsaw branch office, code name Marie, in
the period 1-10 August 1939. Once in the night and once during the day they
(operators sergeants Karel Broukal and Vaclav Retich) communicated using the
so-called Q-codes. Otherwise the traffic between Warsaw and London has been
mediated by the British radio transmitters. However, for the transmission of
Czechoslovak radiograms the Czechoslovak ciphers were used details of which
were not given to the Brits. They simple obtained the enciphered messages for
the transmissions. Actually in August 1939 five British wireless radiotransmit-
ters were smuggled to Hajicek, four of which he located in Warsaw, Brno, Prague
and Bratislava. As already mentioned in the same time brought also major Emil
Strankmiiller a transmitter and a cipher system from Britain to agent Vanék
living in StockholmPd The wireless communication with the branch office in
Jerusalem started on 5 September 1939.

Poland, and especially Warsaw, had a key position in the mutual connec-
tion between the outland and the home. For instance, some sources mention
that around 25.000 written messages for families and friends of emigrants went
through the Poland. This all was done despite discrepancies between Polish and
Czechoslovak authorities. After the defeat of Poland, the intelligence branch
office in Warsaw moved to Bucharest in September 1939.

On October 28, 1939 (20th anniversary of establishment of Czechoslovakia)
the first wireless connection between Prague and Paris (code name for the branch
office in Paris was Karel), and one month later also with London, was established.

4. Description of the STP cipher

The Czechoslovak exile government in London used over 50 different ciphers
during the war years. One of the cipher systems used by the in-exile MND in
London in the period 1940 till 1945 was proposed by Josef Ruzek and was in
a conspiratory way (see the details see below) transferred to Paris to major
Fry¢ who used it in the wireless radiotelegraphic communication with the home
resistance, the foreign branch offices and the parachutists groups dropped in
Protectorate. Technically the particular ciphers were composed from a combina-
tion of substitutions, transpositions and a periodic super-encryption. The code

36y, Vanek used an STT cipher.
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names of their concrete instances were encoded using the initial characters S,
T and P of the used particular cryptographic transformations. Here the charac-
ters S, T and P stand for substitution, transposition and for an addition of a
periodically repeated keyword, respectively. More precisely:

Step of type S: A substitution in which the plaintext characters are re-
placed by their numeric (two digit) equivalents. As characters of the plain-
text were accepted the characters of the Czech alphabet (including the
characters with diacritical marks) usually extended by three German um-
lauts, that is 31 letters, say encoded by numbers from 01 to 31. Then the
set of allowed characters contained 5 punctuation marks, say encoded by
numbers 32 to 36, and finally 10 digits, say encoded by numbers 40 to 49.

Step of type T: A column-wise transposition based on a passphrase of a
prescribed length which was taken from a part of a piece of text from
a prearranged source (book, song, etc.).

Step of type P: A super-encryption using a passphrase of a prescribed
length which was again taken from a piece of text from a prearranged source
(book, song, etc.). Here the passphrase characters are replaced by their nu-
merical equivalents in such a way that the tens digits were not used. This
key consisting of simple digits was then periodically added (or subtracted)
without carrying to (from) the string obtained in Step T.

For instance, the used ciphers were denoted as ST, TTS, STT, SP or STP
ciphers. Thus the abbreviation STP denotes a cryptographic transformation con-
sisting of a cascade of three cryptographic transformations applied step by step:
in the first one the characters of the plaintext are replaced by their numerical
equivalents, then there followed an application of a transposition in such a way
that in every column always stays only one digit (that is the tens and units
are separated when divided in columns). Finally the resulting chain of digits is
super-encrypted by adding digit by digit a numerical equivalent of the second
passphrase in such a way that the addition is done without carrying.

Concretely, the particular steps S, T and P were modified as follows:

Step S: It seems that the substitution table was not uniquely determined.
In general, the characters of the plaintext were substituted by two digit
numbers. In [I4, p. 307] it is mentioned that the western branch offices
of the 2nd Department and STP users used the alphabet containing be-
sides Czech characters with diacritic caron sign (héc¢ek, hacek or hachek
from Czech) also three German umlauts A, O and U. In Czech and Slo-
vak alphabet “CH” denotes in script a consonant understood as one char-
acter (in International Phonetic Alphabet /x/). But in the substitution
step it was sometimes (depending on instructions) taken as one character
(as in the footnote below) or its characters were taken separately as “C”
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followed by “H”. The basic form of the substitution table as given in [14]

is 1
AABCCDEETFGHTIJKLMNOOTP
01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20
QRRSSTUUVWXY ZZ . : - / 70
21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40

1 2 3 4 5 6 7 8 9
41 42 43 44 45 46 47 48 49

W

Hyphen was substituted for the space between words. This alphabet
was valid for the first day in month. It was usually shifted by the date. On
the 20th day of the month it started with A = 20. In some keys the shift
15 was used for the 1st, 11th, 21st and 31st day of the month, shift 23 for
the 2nd, 12th, 22nd day, etc. Other keys used a 10 x 10 square pattern, or
a b x 10 rectangular fields for generation of the substitution key. To scram-
ble the substitution pattern in a more complex fashion a deranged sub-
stitution table was generated using a passphrase which letters were filled
in a geometric pattern in an agreed manner and the unfilled boxes were
filled with the remaining unused characters. For instance, the passphrase
“KDYBYCH MEL JIT NA KRAJ SVETAP used by the parachute air-
drop BARIUM gave the following substitution table

1 2 3 4 5 6 7 8 9 0
U T Y A F S M O L Q
I D N Z R H V E P 1J
K wW X B C G

In keys based solely on alphabet letters, the digits and punctuation marks,
were coded using the following table

WA | dot WF | exclamation mark | WI | 1 | WL | 4 | WO
WC | comma WG | question mark WJ |2|WM|5| WP
WE | division slash | WH | zero WK |3 ]| WN | 6 | WQ

37Compare with a modification used in communication with Heliodor Pika in Moscow were
a system STT was used [I2] p. 130]

A BCCDEZETFGHC CHTI JKTULMNOTZPQR
51 41 27 17 43 90 82 35 07 36 08 72 64 63 80 19 93 81 37 42 28

RS S TUVWXY Z 7 L
18 71 25 62 65 50 52 37 46 73 59 47 74 38 83 29 92 56
1 2 3 4 5 6 7 8 9 0 separation signs codes
11 22 33 44 55 66 77 88 99 00 01 23 45 67 89

Further examples of substitution tables are given in [I1l p. 320-321].
381 I had to go to the brink of the world.
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There were also other modifications in use, e.g., the alphabet used for
the super-encryption in Step P was coded differently as that used for sub-
stitution of the plaintext characters.

The final length of the ciphertext after the substitution was adjusted
by adding a suitable group of arbitrary digits in such a way that the total
length of the ciphertext is divisible by 5. It was recommended to use digits
5,6, 7,8, or 9 in this padding.

Cigan uses the following substitution table in [§]:

|01 2 3456 7809
2|AB CDEVFGHTIIJ
3K LMNOPQRST
4/U VW X Y Z
Step T: The length of the passphrase used in step T was between 15 and 25

characters.

Step P: The descriptions how the passphrase used in this step is chosen
differs in the quoted sources. For instance, in [I4] or [I5, p. 139] it is
required that the length of the passphrase in Step P is 10, while in [30]
no length limit is mentioned. In his manuscript [§] Cigéan also does not
require a bound for the key length in Step P. Actually he takes a key of
length 15 in one of his demonstrating examples (cf. [24]). Nevertheless, as
it follows from his critics of the system (cf. [24]) the length 10 is optimal.
Cigédn [§] takes for the passphrase used in step P the same piece of text
which was used as the passphrase in Step T. However, according to [30]
the passphrase for Step P is generated from a text which does not coincide
with that used in Step TP

What concerns the mentioned differences notice that as it seems the original
description with usage instructions of the STP system is lost in the meantime,
and so it is not possible to decide between some published descriptions of its
usage. At this occasion it must be mentioned, that in the night 14/15 March
1939 before arrival of German troops in Prague all intelligence material in the
deposits of GS in Prague was reduced to ashes in the yard of GS. However,
the corresponding material in subordinated branch offices outside Prague re-
mained mostly untouched. An interesting fact can be found in the interrogation
of Jaroslav H4jicek (code name Petr), in that time already in the rank of a
colonel, by the communistic police in April 1950. Hajicek was member of the
2nd Department since 1937. He first worked in the so-called German section and

39In the interrogation after WWII Jaroslav Hajicek was confronted with some complaints in
office in Belgrade. Without specifying the cipher system he said that the cipherer was allowed
to select the passwords. The first transposition passphrase was recommended to be of length
12 till 20 characters, the length of the second transposition passphrase was limited to 10-15
characters. The cipherer usually did not know to whom the passphrases were assigned.
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after being promoted to major he served as head of the Hungarian section. In the
interrogation protocol after the wail' he mentioned that when he together with
Riuzek burned the cipher keys as it was ordered, Ruzek decided not to burn those
used with communication with military attaches in Paris, London and Warsaw,
where the attaches still were in their positions. These three keys were then kept
by Hajicek in his home for a possible later use[] Then he gives a detailed re-
port on how several functional radio transmitters were constructed and used in
radio communication with Paris, London and Warsaw. He also mentioned here
that it was Ruzek who trained Vladimir Krajin and some studentd™ how to
encrypt documents for broadcasting] He also writes that the person who in-

40What concerns Hajicek note that he was one of the key figures of the Czech anti-Nazi
resistance in the Protectorate in 1939. He participated, among other things, in the organization
of the radiotelegraphic connection with the West and the organization of the espionage network
of the anti-Nazi resistance organization Obrana Nédroda (English: Defence of the Nation) that
existed from 1939 to 1945. On 25 November 1939, when the Nazis learned of Héjicek’s activities
he succeeded illegally to left the Protectorate. (Hajicek with colonel Cenék Kudlacek left
Bohemia with the help of conductor Zeman. The route led through Slovakia, Hungary to
Yugoslavia.) He then served as a Czechoslovak intelligence officer in Czechoslovak military
missions in Belgrade and Haifa. From 1942 till 1946 he led the Czechoslovak Intelligence Office
in Istanbul (he came here in contact with the US intelligence officer and the legend of the first
Czechoslovak foreign resistance — captain Viktor Emanuel Voska). At the beginning of 1946,
after his return to Czechoslovakia, already in the rank of lieutenant colonel, he was deployed
back to the Second Department, but after half a year he was sent to garrison town Tédbor. On
June 4, 1949, he was arrested and sentenced to 11 months of imprisonment for a careless keeping
of the state secrets. He was arrested again on June 2, 1956 and accused of organizing a leaflet
anti-communistic campaign to support student demands during demonstrations in May 1956.
On September 26, 1956, he was found guilty and sentenced to 3 years unconditionally.

S [15] p. 128] it is mentioned that Hajicek proposed to use the cipher system called Mode 30
(Czech: Zpusob 30) in August 1939 in the first wireless communication between Prague, War-
saw and Paris. It was an SP cipher.

42Vladimir Krajina (1905-1993) was a graduate of the Charles University in Prague, where he
graduated with the earned degree of D.Sc. cum laude in 1927. He was the leader of the Czech
underground resistance group “Central Leadership of Home Resistance” (abbr. fJVOD). After
being captured in January 1943, he was suspected that he unveiled the encryption keys to
Gestapo. After the war, he returned to Charles University as a professor. He was elected to
the Czech parliament in 1945 and served as General Secretary of the largest democratic party—
—Socialist Party. When the communists took over the political power in February 25, 1948, he
immigrated to Canada and joined the UBC Botany Department in Vancouver in 1949 where
he taught plant ecology for 24 years.

43For the list of Krajina’s cipherers and radio telegraphists see [22) p. 91].

44 According to [I5), p. 129] Krajina used a T'TS cipher system (a concrete example is given here
for demonstration purposes), which, as stated here, was used by the in-exile MND in London
since autumn 1939 till the middle of 1941 (and occasionally till the middle of 1942). However,
according to [I9] Krajina used the cipher given him by major Havlicek(?) in November 1939
till his detainees by Gestapo on 31 January 1943.

After the German occupation the first exchange of intelligence messages was done using courier
services. For instance, in 1939 the surface mail abroad was sent through the French embassy
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troduced him to Krajina (and consequently Krajina with Ruzek) was Professor
Jan Bélehradek[H He also mentioned that Rizek helped him in preparation of
ciphers for wireless radiotransmitters.

The mostly published version of the origin of the STP cipher says that its
author was Ruzek after an initiative of the home resistance and that it was
subsequently smuggled to London. Nevertheless, there are many differences in
details about the first ciphers proposed for the use in the communication be-
tween the home resistance and the in-exile groups. For instance, in [I7] using a
tendentious and unbalanced language loyal to the communist anti-Benes ideology
of that time it is mentioned that the group of “Benes followers” tried to pre-
pare for communication a vocabulary code based on a French vocabulary. One
such “follower” — the later secretary of Benes during his in-exile presidency
in London — Dr. Jaromir Smutny since November 1938 Czechoslovak general
counselor in Istanbu, sent at the end of March 1939 through Dr. Jif{ Hejd,
former director of CKD (Ceskomoravsks Kolben-Danék), one of the largest en-
gineering companies in the former Czechoslovakia, during one of his business
trips in Istanbul a cipher stashed in a toothpaste tube to Prague. The tube
ended in the hands of another “Benes follower” Prokop Drtina™ who writes in

where it was brought by Hé&jicek, or it was smuggled to Warsaw by the sleeping car conductor
Zeman (cover name Cerny Turek; English Black Turk). Zeman was generally used as a courier
on the sleeping cars of Wagons-Lits. Till the fall of Poland on the line Prague—Warsaw, after
the fall of Poland on the line Prague—Belgrade—Istanbul. He was also used to deliver the
correspondence to the Yugoslav General Consulate in Prague, where Bozidar Stefanovi¢ an
official of this consulate collaborated with the Czechoslovak resistance. After an intervention
of German authorities Zeman was fired from this position in May 1940. He was executed by
Gestapo in 1942.

45Jan Bélehradek (1896-1980) was professor of medicine at Charles University since 1935.
He emigrated after the communistic coup d’etat in 1948.

46 A fter German occupation Smutny went to Paris and joint the foreign resistance. After return
of president Bene§ to London from USA he became his assistant and finally his chancellor,
a position he held till Benes’ abdication in 1948. In June 1949 he succeeded to emigrate to the
West.

47 Jix{ Hejda (1895-1985) was a Czech writer, publicist, politician and national economist. He
participated in the anti-Nazi resistance. After 1945 he became an important representative of
the Czechoslovak National Socialist Party. He was a member of the Central Planning Commis-
sion, which prepared a biennial plan for the years 1947-1948. After the communistic coup in
February 1948 he was included in the political trial with Milada Hordkova and others and was
sentenced to life in 1950. In 1962 he was conditionally released. Milada Hordkové (1901-1950)
in the same trial was sentenced to death on fabricated charges of conspiracy and treason.
48prokop Drtina (1900-1980) was a Czech lawyer and politician. Before World War II, he was
Secretary of President Edvard Bene§ and during WWII he was active as his close associate. He
left Protectorate on 26 December 1939. After the war he became Minister of Justice and was
one of the democratic ministers who resigned on 20 February 1948. The demission of the part of
the government opened the door for the communistic coup d’etat eight days later. In December
1953 he was sentenced to 15 years imprisonment on the basis of fabricated accusations.
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his memoirs [9, p. 356]: The cipher was used for some messages, but soon this
cipher amateurism was replaced by a perfect cipher of military and other experts.
Within two months Drtina got into contact through the middleman Dr. Drabek
with Krajina, who offered him a collaboration. After 28 October, when the first
wireless transmission with London was established, both met almost daily be-
cause Krajina enciphered the messages in the Botanic Institute where he worked
which was close to the Supreme Administrative Court where Drtina worked [

An additional involution appears on the scene with the person of Dr. Jaroslav
Cisaf, a former secretary of president Masaryk In [27, p. 227-228] it is claimed
that using his mathematical knowledge he designed a cipher system and he
trained a group of students how to use it. On 5 July 1939 he left Czechoslovakia
and through Yugoslavia he reached London where he on 18 July handed over
the cipher in the office of the President Benes. The author of [27, p. 228] also
says that Cisaf before his departure introduced Krajina to Hajicek and Ruzek,
who subsequently instructed him how to encrypt and decrypt messages. It is
opinion of the author of this paper that this was not the cipher system proposed
by Cisaf, but that proposed by Ruzek. In [12, p. 43] we can read that Cisaf
brought a cipher to Paris on 16 July 1939 (!). The cipher is not closely specified.
In the interrogation reports written by Hajicek after the war he says that after
the German occupation in March 1939 he organized that some cipher systems
from those rescued by Ruzek before Germans were sent to Paris to establish a
wireless connection between home and branch offices abroad. Thus everything
indicates that Cisaf brought a cipher proposed by Ruzek.

On the same page [12, p. 43] we can also read that the resistance group Konselé
sent a letter to Paris on 28 July 1939 containing a “square” cipher designed by
Ruzek, and that Kongelé sent another new cipher called Pravda to London office
at the beginning of November.

490n the other hand, Hajicek gave the messages for encryption to Krajina or one of his friends
in the building of the technical university on the Charles Square in Prague, or in a box in a
book sellers shop. The received messages were deciphered by Krajina and given by Krajina
exclusively to Héjicek, and only seldom to his deputy colonel Sézavsky.

50Dr. Jaroslav Cisaf (1894-1983) was a Czech astronomer, publicist, poet, translator, manager
and linguist. In 1912 he left Austrian Empire to USA. Here he devoted himself to various
activities within the Czech vereins. He collaborated with Emanuel Voska and through him
with the later President Masaryk. Besides this he visited the lectures of mathematics and
physics on Columbia University in New York and finally graduated from The College of New
York City in 1917. During the First World War he was active in the foreign resistance. Since
September 1916 he was involved in the preparation of the Czechoslovak troops in the Canadian
Army and he enrolled the Canadian army in October 1916 and later in May 1917 the Army of
the United States. In May 1918 he joined the Czechoslovak Legion in France. In period 1918
to 1919 he worked as a personal secretary of T. G. Masaryk. In 1938 he emigrated to London
where he joined the Czechoslovak Army on 17 January 1940. After WWII he returned back
to Czechoslovakia which he again left on 13 July 1949. He worked as an astronomer at the
University of St. Andrews. He returned to his homeland in 1980.
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Back to the STP cipher. In this direction Cigan writes: It [i.e., the STP
cipher| is exhaustively described in [30]. In addition, there are several cipher
keys designed on its basis. They can be found in the intelligence archive of the
GS. T myself took part in their archiving in the fifties.

The STP system was used in the period 1940-1945 in the wireless commu-
nications between branch offices abroad and since July 1941 also in the cor-
respondence with underground resistance groups. The concrete used keys were
changed from case to case. For instance, in [14, p. 190, 244,] two code names
are mentioned for sets of the passphrases used with STP encryption: Anna was
used in connections with Slovakia in 1944, and Béta was used in connections
with Protectorate in the same year.

Shortly before Moravec’s departure to London Ruzek allegedly acquainted
him with the encryption and decryption rules and with the requirements for a
safe usage of cipher systems which Ruzek proposed to use. One of these systems
was the TTS cipher system [I5, p. 127]. Ruzek’s recommendation was not to
use it regularly. Nevertheless, everything suggests that Moravec (and not only
him) ignored this and other important advices and rules. Principles how to break
both components of such systems and their simple combination was well known
in that time.

For instance, from the time of the US Civil war it was known that two or
more intercepted cipher texts of the same length and both enciphered by the
same transposition cipher can be used to decipher them. Consequently, a cipher
system of type T'TS is not secure. However, the double transposition of the cipher
system of type STT causes separation of the decimal digits from the unit ones,
and the anagramming method applicable for a solution of the TTS system does
not work in this case, i.e., STT cipher systems are under certain circumstances
more secure in general than the TTS ones. Thus in cryptographic circles it was
widely known that these systems should be used only occasionally, subject to
certain safety rules (e.g., to prevent messages of the same length enciphered
by the same key). Such strict rules are also valid for usage of the STP cipher
systems because they are also predisposed for cracking if similar rules are not
strictly kept. As it seems the authorities of the in-exile MND ignored these facts.

A typical head of the Czech enciphered radiotelegram consisted of three num-
bers: the first number was the serial number of the telegram, the second one gave
the number of the sent cipher symbols (characters or numbers), and the third
one represented the day number. Then followed the cipher text in which the
symbols were grouped in groups of five. The last quintuple was an identification
one which usually also contained the number of the sent cipher symbols in the
middle group [I4], p. 28, 306]. In [T4] several real examples of telegram encrypted
using a STP cipher are given. One of the telegrams on p. 394 is:

51In Cigan’s examples the second number gives the number of pentagraphs.

66



APPLICATION AND MISAPPLICATION OF THE CZECHOSLOVAK STP CIPHER

7134-345-17

39801 41857 16328 56717 50443 06190 28393 05407 57208 41049
96521 50797 57725 52968 49504 42955 51301 85110 31322 97410
67410 55580 23361 77882 63340 17914 30462 97307 44161 75680
23271 54386 77897 50035 67015 59807 56502 46746 99792 41952
28006 51958 47819 31756 33133 85403 30200 57602 23360 55492
37360 75409 23242 15314 58361 74482 20261 75296 31310 55981
96396 48908 77801 56058 97806 41925 47501 48072 73458

In the book one possibility how to break the telegram is shown. It is based
on the fact that on the same day several telegrams having the same length were
sent. Unfortunately, a complete cipher passphrases reconstruction is not finished.
The textual versions of the passphrases (or even from where they were taken)
is not given. It deciphered wording says: 7134: 10. brezna skoncen v Marseille
ndklad lodi: ROUSSILLON TONKINOIS. V sete lodi: S.V.A.7. Officielni cil
Alzir vskutku pro Janov. Charakteristiky lodi Zddejte v Bureau VERI TASF

Another method of a complete solution of a STP cipher can be found in [24].
Its author is Cigan and it presents the mentioned “mathematical” method.
The tag “mathematical” has roots in the interrogation of two German cryptol-
ogists in summer 1945 in a camp for POW near Brno. The method using which
they solved Czechoslovak ciphers they characterized as a mathematical method.
As already mentioned, Cigé spent several decades to (re)discover the essence
of this method. He described the corresponding method in [8], and its details
were reproduced in [24].

For the convenience of the reader we describe shortly the conversion of pass-
phrases to their digital form used for encryption. Suppose that our passphrase
is the already mentioned one: KDYBYCH MEL JIT NA KRAJ SVETAF]

A. Generation of the numerical form of passphrase 1: Let the length of
the used segment of the passphrase be 21. It does not mean that we take the
specified number of characters (in this case 21) from the passphrase. For, firstly,
if the last letter fell within a word, the passphrase was taken till the end of the
word. Secondly, the total length of the passphrase should be odd. In details,
we start to write the numbers under the letters from left to right keeping their
lexicographic order. Thus we start with numbering at the first A in word NA,
then continue with A in KRAJ, and SVETA (diacritic signs are not taken into
account). With B we start from the beginning, because there is no B after the

520n March 10 end of shipload in Marseilles: ROUSSILLON TONKINOIS. In boat set:
S.V.A.7. Official goal Algiers, really Genoa. Request characteristics of the ships in Bureau
VERITAS.

53Cigan [8] used for a conversion example (cf. also [24]) the passphrase system used by
parachute airdrop ANTIMONA which was based on the Czech folk song Nestastny Safdriv
dvorecek [30, p. 228].
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last occurrence of A, etc. Number 19 and 20 is S and T in SVETA, 21 is T in
JIT. Not yet numbered letter V, and twice Y are not numbered even if they are
within the initial segment of 21 letters from the beginning, due to the rule that
complete words are taken at the start of the numbering.

KDYBYCHMETLJ I TNAKURAJ S VETA
— minimal length 21 —
- 1 2 3

12 13
14 15
16 17 18 19 20
21 -

46 -4 -5 916 7 1512 10 21 17 1 13 18 2 11 19 - 8 20 3

This yields the transposition key:
14 6 459 16 7 15 12 10 21 17 1 13 18 2 11 19 8 20 3

B. Generation of the numerical form of passphrase 2: Now we proceed
in a similar way but from the right to the left. Let the length of the passphrase 2
is set to be 10. Now is the real length, but taken from the end

KDYBYCHMELJITNAKRAJSVETA
— length 10 —
1 6 72581049 3

After deletion of tens digits we obtain the key “1 6 72 58 04 9 3” for the final

super-encryption “perturbation” of the cipher text obtained after the preceding
transposition. This operation was called “cutworm” by German decoders.

5. Excerpts from Cigan’s manuscript [8] on STP cipher

This section is based on Cigan’s manuscript [8] which is written in Slovak.
A free translation of selected parts has been made by the author of the present
paper, who takes the full responsibility for the translation and the selection of
the translated material. The footnotes made by him are denoted by SP.

In [§] Cigdn gives a cryptanalysis of weak points of the STP cipher sys-
tem (cf. [24] for more details). As the Cigan notes it is very surprising that a
cryptanalysis of the system was not done neither by Czechoslovak nor by British
cryptanalysts.
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5.1. Scope of usage and the entities using the STP cipher system

Czechoslovak intelligence officers in London used the STP cipher system for 5
years. They introduced it successively into the radio traffic communication. Ex-
act time determination when this cipher system was introduced into the com-
munication with concrete objects would only be possible after a long study of
the archived telegrams of the MND in London. For this moment we take the
data published by various authors and by retired Frantisek Fry¢ himself.

a) In the home resistance the system was used by the following resistance
groups:

e group “Central Leadership of Home Resistance” (USTREDNi VE-
DENI ODBOJE DOMACIHO, abbreviated UVODY — since the
establishment of the first connection London-Prague using the radio
transmitter SPARTA 1 in 1940,

e group “Nation’s Defence” (OBRANA NARODA, abbr. ON) — since
establishment of connection with agent A-54 and lieutenant colonel
Balabén in the second half of 1940, or since establishing a direct con-
nection with radio transmitter SPARTA 2 by March 28, 1941,

e group JINDRAP] — from 31 May till 22 June 1942;

b) External radio-telegraphic branch offices of the resistance:
— Geneva — lieut. col. K. Sedlacek,

54The Central Leadership of Home Resistance was an important resistance group which served
as the principal intermediary between Benes and the Protectorate. It was established in 1941.
The three major resistance groups that consolidated under UVOD were the “Political Centre”
(POLITICKE USTREDI, abbr. PU), the “Committee of the Petition ‘We Remain Faith-
ful’ ? (PETICNf VYBOR “VERNI ZUSTANEME”, abbr. PVVZ), and the Nation’s Defence
(OBRANA NARODA, abbr. ON). These groups represented the democratically and pro-west
oriented part of inhabitants. Most of their members were former officers of by the German
occupants disbanded Czechoslovak Army. They opposed the fourth official resistance group
organized by the Communist Party of Czechoslovakia (KSC) from Moscow. SP

55JINDRA was a cover name of a resistance group, which was part of the Sokol network called
“The Sokol community in the resistance” (OBEC SOKOLSKA V ODBOJI, abbr. OSVO).
They were mainly engaged in intelligence activities, but also in propaganda and sabotage
ones. Its head was Ladislav Vanék, code name Jindra. OSVO members were recruited from the
forbidden Sokol. Sokol is a Czech gymnastic association rooted on ideas of nationalism. However
[28]: Vanék played undoubtedly a leading role in Sokol resistance organization JINDRA. He
admonished London to organize the assassination of Heydrich, but when his objections were
not accepted, he got involved in its preparation and due of his extraordinary intelligence
he participated in it. He also knew about the paratroopers’ hiding in the church crypt and
even visited them there. However there is no evidence up to now, that he has betrayed or
collaborated with the Gestapo at that time. But it is already proven that after his arrest in
September 1942 he denounced many people. He was nevertheless sentenced to death but never
executed because the Gestapo used him as a secret witness in other trials. For instance, it
placed him in cells with other prisoners to acquire information from them. SP
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— Stockholm — Vladimir Vanék (Waldemar van Eck) till March 1942,
— Istanbul — col. Kumpost and since January 1942 lieut. col. J. Hajicek,
— Moscow — gen. Pika since April 22, 1941;

c¢) Parachute airdrops (Table 1).

d) Radio transmitters in the preparation and during the combats in the Slovak
National Uprising;:

— Slovak National Council (Slovak: SLOVENSKA NARODNA RADA,
abbr. SNR) had the radio transmitter named OTO,

— Military Centre of SNR (Slovak: VOJENSKE USTREDIE SNR) com-
municated using radio transmitter LEO,

— Intelligence officer of MND in Slovakia captain Kratky had radio
transmitters IVO and VIT ,

— Parachute airdrop MANGANESE dropped on 10 June 1944 at Velké
Uherce had at disposal radio transmitter MARIENKA.

This statistics shows that the STP cipher system was used in 35—40 variants of
the in-exile MND in London. Such a mass application of a cryptographic system
should also have a corresponding quality!

5.2. Modifications of the STP cipher system implemented by the
authorities of cryptologic section of the in-exile MND in London

Besides the weaknesses of the STP cipher system inherited in its design,
a more serious culpability presented the inconceivable dismemberment of its
integrity as it was implemented by the cipher section of in-exile MND in London.
Instead of changing the cipher key by transmuting the passphrase sources (books,
poems, song, etc.) while preserving the compactness of the STP system as such,
the original STP system was fractionalized into three cryptographic systems
which were used separately

e The first used system consisted only of a simple substitution. With such
system there were provided the wireless-operators of parachute airdrops.
The other parts of the cipher systems were unknown to them. They used
it to encrypt traffic short reports intended for the GS in London. This
cipher was used to encrypt the time schedules of future transmissions sup-
plemented by a warning system. Wireless operator was the only member
of the airdrop who could use it. The data concerning transmissions were in
addition super-encrypted using prearranged parts of the ciphertext. Funk-
abwehr therefore had big problems with radio playback game@

e The second cipher system was composed from a simple substitution and
a simple transposition, i.e., from the first two cipher operations of the

56This cipher was called “small cipher key” (in Czech “maly $ifrklic”) in jargon used in cipher
group in London. SP
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TABLE 1. The table was compiled using the book J. KOUTEK, Tichd fronta,
Nase vojsko, Prague 1985.

Name || Commander Dropping day Note
PERCENTAGE Fr. Pavelka 4.10.1941 trnsmttr. and cipher
at Gestapo
SILVER A A. Barto§ 29.12.1941 trnsmttr. LIBUSA
OUT DISTANCE A. Opélka 28.3.1942 trnsmttr. and cipher
at Gestapo
ZINC O. Pechal 28.3.1942 trnsmttr. and cipher
at Gestapo
BIOSKOP Fr. Pospisil 28.4.1942 ?
BIOUVAC B. Kouba 28.4.1942 ?
STEEL O. Dvorak 28.4.1942 trnsmttr. and cipher
at Gestapo
INTRANSITIVE V. Kindl 30.4.1942 radio playback game
HERMELIN-DUPLEX
ANTIMONY Fr. Zavorka 21.10.1942 radio playback game
HERMELIN-SRAZIL
BARIUM J. Sandera 4.4.1944 trnsmttr. MARTA
SULPHUR A. Horak 9.4.1944 radio playback game
WALLENSTEIN
CHALK B. Bednaiik 9.4.1944 radio playback game SENI
GLUCINIUM ? 9.4.1944 ?
POTASH J. Brandejs 5.5.1944 radio playback game
MOLDAU
CLAY A. Bartos 13.4.1944 trnsmttr.
EVA — intelligence radio
playback game till
9 March
CARBON Fr. Bogotaj 13.4.1944 lost trnsmttr.
SPELTER ? 5.5.1944 trnsmttr. LENKA
EMBASSY ? 22.12.1944 trnsmttr. KAREL
CALCIUM J. Odstreil 4.4.1944 trnsmttr. ZDENA and MI-
LADA
WOLFRAM J. Otiska 13.9.1944 trnsmttr. OLGA in hands
of Gestapo
TUNGSTEN R. Pernicky 22.12.1944 ?
PLATINIUM-PEWTER J. Nechansky 17.2.1945 trnsmttr. ANNA in hands
of Gestapo;
new trnsmttr.’s HELENA
and BETY
BAUKIT P. Hromek 23.3.1945 trnsmttr. JARKA
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original STP system. It was designated for the cipherer of the airdrop. He
used it to encrypt his own intelligence reports, both his own ones or of the
entire airdrop. The preserved instructions of the in-exile MND in London
state that the cipherer was not allowed to know other parts of the cipher
system.

e Third cipher system was actually the complete original STP system. It
consisted of all three cipher transformations forming the original STP ci-
pher. It was used by the airdrop commander. If necessary, he could use the
super-encryption password to add it to the ciphers processed by the ci-
pherer using the first two keys. Any other members of the parachute group
was not allowed to know the super-encryption password. This system was
also tailored to the encryption training of the airdrop. At the same time it
was emphasized that the encryption system must be kept secret from the
paragliding assistants.

Introduction of so many cipher systems required a special numbering of the
telegrams to make it clear who sent them. To do this the heads of the telegrams
were divided into three groups: the first one numbered in the range 000-699 was
used for so-called “standard” radiograms, the range 700-899 for “secret” ones,
and range 900-999 was used for the so-called “relational” ones. Radiograms with
a head from the first group were sent by the cipherer who used the second ci-
pher system. That from the second range were sent by the commander who used
the third cipher system. Finally the last group was used for radiograms sent by
wireless-operators using the first cipher system. These rules were generally used
for the parachute airdrops, but there were exceptions always adapted by the ci-
pher. Within these groups, even closer specifications were used. Numeration was
selected arbitrarily, consecutive numeration was used for radiograms composed
from several parts]g_'?l

The German interception monitoring stations against Czechoslovak resistance
made every month summaries of the deciphered radiograms encrypted by the
1st and 2nd cipher system. They were delivered to the corresponding adminis-
tration centers by couriers. Reports about Czech radiograms were delivered to
Abwehrstelle in Prague and to K. H. Frank. Until the Abwehr was absorbed by
SD in 1944, the solved radiograms encrypted by the 3rd cipher system were only
known to Funkabwehr Headquarter and the Abwehr Headquarter at the OKH
in Berlin. The fragmentation of the STP cipher system into three systems and
their use for “standard” and “secret” radiograms presents a flagrant violation of
elementary rules for secure usage of cipher systems.

Cigén gives a number of examples which confirm his conclusions about the
fragmentation of the STP ciphers and the fact that the partial subsystems were

57See also [30L p. 162]. For the numeration of radiograms sent from external intelligence branch
offices consult [I5] p. 132-133].
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solved by Germans. We refer the interested reader to original manuscript [§] for
more details in this direction.

5.3. A method for a complete solution of the STP cipher

In the stationary radio-intercept stations of Funkabwehr in Miinster the fol-
lowing two messages were intercepted:

788-37-17

23909 79826 33350 35132 33414 14187 10579 88053 64369 02912
11789 47442 50527 48135 67508 73660 95103 92146 15805 33859
70515 07295 97293 35593 74280 25894 88135 87089 98001 97138
09398 88106 30071 66069 83215 24040 03295

789-58-17

23689 49916 15306 18183 87785 04353 50586 92233 65891 53627
97977 97324 64455 28111 90408 83976 08183 10501 61899 72963
43511 42269 43992 77001 07501 27594 70328 71135 49863 06650
86358 87505 42140 25595 89314 85541 15245 157117 37808 41522
18137 99988 36455 64600 25699 79794 96140 46091 98630 93387
49316 20471 06073 87236 64504 91705 51857 74653

Cigén gives the following characteristics of the network trafficf

e There were 2 stations in the network. Call signs: ING the control one, DON
the subordinate one. The system of call changes is irregular.

e The networks worked on a wave of 6500 kc. Long session. The stations do
not understand each other when they switch to auxiliary frequencies.

e Goniometric check as of June 12: Master — unchanged — London, subordi-
nate — new position — South of PARDUBICE.

e Operator on master station: A well-known manuscript of a permanent radio
operator. subordinate: new radio operator, transmission of digits 100/min.,
letters 60/min.

e Ciphers recognition — unknown to us.

5.3.1. A method how to break the super-encryption key

Based on the network characteristics and own experience with Czech crypto-
graphic systems, the decipherer assumes that used complex cipher is based on 2
or 3 basic ciphers. This is also suggested by the following symbol frequency of
the ciphertext:

o 1 2 3 4 5 6 7 8 9
24 19 15 24 13 21 11 15 21 22 = 185

581t is not clear from the text whether this is a real protocol from the radio-intercept station.
Some technical details about the used frequencies can be found in [30] p. 47-49]. SP
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Since solely the numbers from 0 till 9 cannot encode a complete alphabet, a di-
graph substitution cipher must be used in the substitution step. In this case the
frequencies of some digits have to appear more frequently than the other ones.
As we see this is not the case in our example. However, the digits appear with a
small variance around the mean. Consequently, the substitution was overwritten
by an super-encryption.

The super-encryption must be the last operation of the encryption. Let’s try
first to determine the length of its encryption passphrase. Divide the ciphertext
into lines of length of 15, 17, 19, 21, 23, and 25 digits and calculate the frequencies
of digits in the resulting columns. We can exclude the even length passphrases
because they greatly simplify the solution thereby decreasing the safety of the
used cipher
Passphrase length 15:

123456789 1011 12 13 14 15
2390979826 3 3 3 5 0
3513233414 1 4 1 8 7
105798805 3 6 4 3 6 9
0291211789 4 7 4 4 2
5052748135 6 7 5 0 8
7366095103 9 2 1 4 6
158053385 9 7 0 5 1 5
072959729 3 3 5 5 9 3
742802589 4 8 8 1 3 5
8§ 708998001 9 7 1 3 8
0939888106 3 0 0 7 1
6606983215 2 4 0 40
03295
Frequencies of digits in columns 1 till 15:

123456789 10 11 12 13 14 15
oj42222--23- -2 2 1 2
112-11-11321 1 - 4 1 1
2(1 131 1-21 -1 1 - -1
311311-23-13 3 1 2 2 1
4f-1---1-1-2 1 3 1 3 -
5(122-3-2-22 -1 3 1 2
6(1 112 —-- - — — 2 2 - - 1 1
“122-11111- -1 3 - 1 1
8§t -1213431 -1 1 - 1 2
9]1-123431-22 2 - —-— 1 1

59Notice that in case of an even digits keys we have the same number of tens (on the odd
places) and units digits (on even places) in every row of the transposition table.
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Passphrase length 17:

123456789 10 11 12 13 14 15 16 17
0390979826 3 3 3 5 0 3 5

132334141 4

8 7 1 0 5 7
1

1

1
1
3

2

9880536436 9 0 2 9
178947442 5 0 5 2

7T 4 8

0

1

9214615805 3 3 8 5 9 7 0

3567508736 6 0 9 5

5150729597 2 9 3 3 5 5 9

3 5

1
3 8 09 3
6 6 0 6 9

3742802589 4 8 8

1
1

8§ 321524040 0 3 2 9 5

708998001 9 7

9888106300 7

Frequencies of digits in columns 1 till 17:

123456789 10 11 12 13 14 15 16 17

- 2 2 2

2

1
1

1

2 3 3 1
1
1

2

1

1 - 3 2 3 1

2
3
1

1
2 2
1

1

0)-1-3-3122 2 2 2

12111111~ 2

21121 -21-2

3123 -111-12

41--11112311

5(1' 11 -3 -12 -~

6]- - 1-1-2——

7112-112-1 -

81124111121

913 -122 -2 -1 2

Passphrase length 19:

1234567891011 12 13 14 15 16 17 18 19

2390979826 3 3 3 5 0 3 5

3

1
0 5 79 8 8 0

1
2

2334141418 7
5364369029

1 11 7 8 9 4 7
3 5 6 7 5 0 8 7

1

366095103 9 2

4425052748

5 8 0 5

1

1 4 6
3385970515 0 7 2 95 9 7 29

1

3355937428 0 2 5 8 9 4 8 8

3 8 0 9

9 7 1

1

1
3215240400 3 2 9 5

3587089980 0
398881063 0 0 7

6 6 0 6 9 8
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Frequencies of digits in columns 1 till 19:

123456789 1011 12 13 14 15 16 17 18 19

1

1

2 3 2 2

1
2 2

1

1
1

- 2 3 1 2

2

1

1

4 3 1

1

2

Of---22-3213 4

1f--1-112 -2

21211-1-1-3

316 51 -11- -2

4111 -2 -2 -31

5(1114-2-1 -

6/-12--1-1 -

Tl---1-211- —
8|--3111-11 3
9|-11-4-31 -

Passphrase length 21:

19 20 21

1234567891011 12 13 14 15 16 17 18

1 3 2 3

0579 8 8 0 5 3 6 4
7 8 9 4 7 4 4 2 5 0 5

2390979826 3 3 3 5 0 3 5

3414141871

3690291211

0
5

1
1

2748135675 0 8 7 3 6 6 0 9 5
3921461580 5 3 3 8 5 9 7 0 5

0729597293 3 5 5 9 3 7 4 2 8 0 2

9 7
6 6 0

1

5894881358 7 0 8 9 9 8 00

1.0 6 3 0 0 7 1

6983215240 4 003 2 9 5

138093988 8

Frequencies of digits in columns 1 till 21:

1234567891011 12 13 14 15 16 17 18 19 20 21

2 1 3 2 2 2

1

2 2 3

1

1

1

2 2 2 31

1
1
2

2

1

2

o1t - -3 - - -

111 -11214 -1 2
212 -2-2--31

3132 -1-2-1~

41-11211--1

51 - - -1-211 1

6{1 1 ---1-1 -

7TN-2---11-2

8-12111-32 2
9-231222-1
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Passphrase length 23:

123456789 1011 12 13 14 15 16 17 18 19 20 21 22 23

3 2 3 3 4

1

1414187105 7 9 8 8 0 5 3 6 4 3 6 9 0

2390979826 3 3 3 5 0 3 5

3
5

1
1

2912117894 7 4 4 2 5 05 3 7 4 8

567508736 6 0 9 5
805338597 0 5

0 3 9 2 1 4 6

1

5 007 2 9 5 9 7 2 9 3

1

3 5 8 7 0

1

3559374280 2 5 8 9 4 8 8

8998001971

1 0 6 3

5 2 4 0 4 0 0 3 2 9

3 8 09 3 9 8 8 8

1

007166069 8 3 2

Frequencies of digits in columns 1 till 23:

123456789 1011 12 13 14 15 16 17 18 19 20 21 22 23

1
1
3

1

1

1

1 - - -11

2 —

1
1

1
1

1

1

2 2

1

2

0j12-1211-1 2
1f11-212111 -~

2

3|11 -12--1- -

4-1-1--1- -

52121 --1- -

6]-1--11-11 2
T|--2--23-2
82 --1-3-211

9-2211-122

Passphrase length 25:

1234567891011 12 13 14 15 16 17 18 19 20 21 22 23 24 25

2390979826 3 3 3 5 0 3 5

13 2 3 3 4 1 4

1418710579 8 8 05 3 6 436 9 029 1 2

1178947442 5 0 5 2 7 4 8

1356 75 0 8

7366095103 9 21 46 15 805 3 3 85 9

7051507295 9 72 9 3 355 937 4280

2589488135 8 708 998 00197138

5

1

0939888106 3 0 0 71 6 6 06 9 8 3 2

240400329 5
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1234567891011 12 13 14 15 16 17 18 19 20 21 22 23 24 25

2 3 1 2 2 1
2

0jr111221-2 -

- 11

1

1

112111-1-3- —

203 - - —— - -21 1
3-21---1-11 2 1

41-2-111-11 -

2 2 -1 21 2 3 1

1

1

2 1 1

1 2 - - 31

5(-11-1-11-3 1

G-~ 11— ——— -

- 2
2 2

72 -1-112 -1 -

1 1 2
1

1

1 2 1

1
1

8- -121221- —

1 1

91-112211-21 2

Frequencies of digits in columns 1 till 25:

A brief look at the frequency tables of each password length indicates that
some regularity appears for length 19 in comparison with the others. Check this
observation in radiogram 789 using the same approach. We obtain for length 19

a similar result

1234567891011 12 13 14 15 16 17 18 19

8

1 53 0 6 1

3877850435 3 5 0 5 8 6 9 2 2

236984991 6

3365891536 2 79 7 9 7797

324644552 8

9 0 4 0 8 8
1
4 2 2 6 9 4 3 9 9
1

2871135498 6 3 06 6 5 0 8 8

358875054 2

1

1

1

1 8 9 9

6

0 5 0

3976081831

7296343511

2 75 9 4 7 0 3

277975075 0

4 0 2 5 5 9 5 8
5 2 4 5

1
1

5 7 1 1

1

9314850411

3 79 9 9 8

1

8

378084152 2

8364556460 0 2 5 6 9 9 7 9 7

1 9 8 6 3 0 9 3

3874931620 4 7
7236645049

949614046 0 9
74653

0 6 0 7 3 8

1

70 5 5 1 8 5 7

1
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Frequencies of digits in columns 1 till 25 in the second radiogram:

1234567891011 12 13 14 15 16 17 18 19
O-—--21-41 4 4 - 5 2 1 1 3 1 -
1j--112-4-33 4 2 3 1 13 - 21
233 - — - — — — 32 1 4 1 1 1 - 2 1
3jv41-221-3 - 1111 - - 1 - 2
4/-21316-52 -2 1 1 - - 3 - -
) 1-2154511 1314 2 3 - 2 -
6--451-1122 1 - - 3 5 1 - -
732512~ -1~ -3 1 1115 - 3
§132151-1-2 -1 - 1 1 - 3 2 6
9/12121111111 1 - 2 1 4 2 3 6 2

We can observe a similar regularity as it was the case in the previous ra-
diogram. The differences in the frequency of the digits in columns are more

pronounced with the increasing number of columns.

Merge the frequencies of both radiograms to obtain

1 2345678910 11 12 13 14 15 16 17 18 19
of- - -431731 78 — 6 2 2 2 4 3 1
1/- -21316-53 6 5 5 2 3 3 - 3 2
20641 -1-1-62 2 7 2 1 - 1 - 3 1
311292 -321-5 - 3 3 2 1 - 2 2 - 3
4/131518-83 - 2 1 2 - - 4 - 1 -
51 216174612 1 3 3 7 3 5 1 21
6/l- 1651112231 - -6 6 1 1 - -
7M3 2522212~ -1 512 41 6 - 5
81 35262-215 -1 -2 - - 6 5 7
912 231414213 1 - 4 2 5 4 4 7 4

Draw out the most frequent digits of the columns from the merged frequency

table:

1234567891011 12 13 14 15 16 17

18 19

22648

33759

4860
9

0
1
2
3

1

2
3

9 5

0 6
1

5 4 7

6
7
8
9

5

S ©

N = O ©

The first line of digits taken from each column should represent the number
form of the passphrase.
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We can check whether this is really true. According to the rules of the letter-
to-digit transformation of passwords, the password should contain one zero and
the other 9 digits should be used twice (remember we work with a 19-digit
password).

Passphrase digit | Stands in column
0 11
1 9,12
2 1,2
3 _
4 4,6, 8,16
5 14, 15
6 3
7 17,19
8 5, 10, 18
9 7,13

A look on the table shows that the digits 0, 1, 2, 5 and 9 satisfy the above rule.
However, digit 3 does not occur at all, while digit 4 appears 4 times. We have to
select two of them for the passphrase digit 3. A closer look on the frequency table
for columns indicates that for 4 we have to take the columns 4 and 8 because
there are empty spaces before them, as in other columns. Then for 3 columns 6
and 16 could be used. These columns there also precedes an empty space or a
low-frequency digit cipher.

There remains to solve the position of digits 6, 7 and 8. Put 8 in columns
10 and 18, for there stands free places before them. Then column 5 begins with
digit 7, and finally from the three columns with digit 7 we put 6 in column 17.

This yields the following digital form of the super-encryption passphrase

123456789 10 11 12 13 14 15 16 17 18 19 — column
2264739418 0 1 9 5 5 3 6 8 7 —passphrase

Thus we have completed the last, most important step of the London MND
encryption system. Note that this procedure for its solution has not been pub-
lished by anyone yet, as Cigan writes. The presented solution of the MND
cipher was used only at Funkabwehr in Berlin, and it was top-secret. The en-
crypted radiograms were passed only to supreme commanders of Wehrmacht.
The Prague SD and Gestapo did know nothing about the algorithms used.

The next encryption steps we present here only for the sake of completeness.
The presented procedures are published in various sources devoted to solution of
ciphers. Note that everything that is mentioned below was known to the lowest
levels of Funkabwehr in Prague and perhaps even to the Gestapo in Prague.
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5.3.2. A method how to break the transposition passphrase
a) Subtract without carry the decrypted super-encryption passphrase from
the radiogram No. 788. Thus 1 — 9 = 2, etc.
b) Enumerate the obtained columns of digits by numbers 1 till 185.
c¢) In the next line put a cross “x” under each digit 4, 5, 6, 7, 8, and 9.

d) In the next line write a bullet “o” between the already existing crosses
x”  and alternate the signs “e” and “x” in the whole text. Spots where
an irregularity of alternation appear mark by a color.

e) Count the frequencies of all digits.
f) We obtain the following scheme:

1234567891011 1213 14 1516 17 18 19 20 21 22 23 24 25 26 27 28

0136240418 32405093 6017041200
X X X X ® X X X X e X X

e X o [ ] [ ] [ ] [ ]

29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54
0701026 20331006306 11112%6 235
X e X X X

81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 100 01 02 03 04 05
22262120516 22281121241107
e X X

X X
(] e X e X L] e X e

X
X
X

o
(e
(an)
|
o
co
e
Ne)
—
—
(e
—
—
—
[\&}
—
w
—
',
—
ot
—_
D
—
~
—
oo
—_
Nej
—
[\&)
(en)
—
[\&}
—
[N}
[\V}
[N}
w
[\}
~
[\&}
ot
[\&)
D
[N}
N|
[}
oo
[\v}
Nej

X X X

130 31 32 33 34 35 36 37 38 39 140 41 42 43 44 45 46 47 48 49 150 151 52 53
1 204132335 05 720002¢60 7 2 21

X X X X X X
[ ] X @ e X e X e [ ] [ ]

X e X @ [ ] [ ] X e
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54 55 56 57 58 59 160 61 62 63 64 65 66 67 68 69 170 71 72 73 74 75 76 77 78
T2 4181 2 2206 21170 1 11051511
X X X X X X X

° [ ] X e X o e X e ° X e X e ] e X

79 180 181 182 183 184 185
0 2 3 1 0 0

[ ] (] X L] X [ ]

The frequencies:

0 1 2 3 4 5 6 7 8 9 digits frequencies
40 42 36 17 12 7 17 7 4 3 =185
X X X X x x =50

g) Remember that we are working with a text after a transposition that has
been created in such a way that we sequentially chose the columns with
digits of the password numbers 1, 2, 3, ..., 7 from the substitution table.
Here the length of the transposition passphrase 15, 17, 19, 21, 23 or 25 is
understood under the sign 7

Since we have 185 signs in the cipher, we get the following patterns of
the substitution text for each length of the transposition passphrase:

Passphrase Calculation Number of columns and signs

length short columns long columns

15 185 : 15 =12 10 at 12 5at 13
35
5

17 185 : 17 =10 5at9 14 at 10
14

19 185 :19=9 5at9 17 at 10
17

21 185 :21 =8 4 at 8 17 at 9
17

23 185 :23 =28 22 at 8 lat9
1

25 185 : 25 =17 15at 7 10 at 8
10

h) In the first row of the substitution text table we have ten digits on odd
positions and on even places the unit digits of the digraph substitution
numbers. In total H/2 + 1 tens and H/2 unit digits. However, in the
second row, the ratio is reversed — H/2 + 1 unit and H/2 ten digits.
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As a result an irregularity appears where alternate the ten and unit digits
in the columns. We use this to simplify the text using e and X signs in
place of digits.

The regular alternation is interrupted when after the last sign of a col-
umn there follows a column with the same sign at the beginning. In our
case, we can use this rule only for digits that are unambiguous.

Since the ciphertext has 185 signs where digraph substitution was used, the
last row of the substitution figure was completed by one arbitrary number,
to get a total number of cipher signs divisible by five (radiograms were
broadcasted in pentagraph groups).

There must be 92 ten and 92 unit digits among the 184 digits of the cipher
text. However, we have uniquely identified only 50 unit digits, while the
reminding 134 digits represent both the ten and unit digits.

Since there is an interruption of the alternation at the 141st and 142nd
sign, the ciphertext breaks into two segments having 141 and 44 signs.
This corresponds to a passphrase of length 17 (11 columns each with 11
signs and a 2 columns each with 10 ones = 141 and 4 columns each with
11 signs = 44).

Having the length of the passphrase we can substitute for digit number
12 a bullet, as we can do also for digit number 20.

In the third colored group of slots the digits number 31 and 34 must be
bullets. In the fourth one the digit no. 45 must be again a bullet. In the
sixth one slot 85 is again a bullet and slot 86 is a cross.

Thus from 185 cipher signs we determined already 178 ones in this way:

Text row Determined as | Not determined
g7 B
1 14 14 2 signs: 11 a 21
2 14 13 3 signs: 32-32 a 44
3 14 14 2 signs: 87 a 88
4 15 15
5 14 16
6 15 15
7 3 2
In total 185 cipher sings| 89 89 7
To be detrmined 3 3—1

Now we can easily substitute for 11 a bullet, for 32 a cross, for 33 a bul-
let, for 44 a cross, for 87 a cross and for 88 a bullet. Since the 2nd column
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12-21 cannot be a short one (in opposite case the 3rd one would have 12
signs, what is impossible having passphrase length 17), we conclude that
the arising duplication “x x” appears on the end of a long columns and thus
it contains the number added to complete the last group to a pentagraph.
It remains to determine the 2nd short column in segment 44-86. Its signs
must be reversed to those of the 4th column (signs 34-43). This is possible
only for slots 44-52 or 66-75. Let us take the second possibility, because
it is not very probable that both two short columns follow each other
(passphrase 4 and 5).

We obtained the following result:

1234567891011 12 13 14 15 16 17 transposition passphrase
0202333022 4 0 2 7 16 1
1446060101 0 8 0 2 7 2 5
3012601452 6 0 4 0 2 1 1
6520122014 1 1 1041 1
200312666 1 4 0 3 0 1 7 0 coloredslots =
4903161221 2 0 2 2 8 0 9 unitdigit
0301112220 1 1 3 6 1 1 2
4670232227 1 6 3 02 1 3
100062468 09 3 5 7 2 1 1
8116230216 1 40 2 2 0 0

370 53 113 2 15 2 05 0

Columns 2, 7 and 4 are unambiguously on the end of the table. It remains
to put together 7 suitable couples of columns and order them into a table.
Suppose that we succeeded to do this and that we obtained the following
transposition key:

3515812161013611179114274
031006 22341207232
40718 21 060 5012406
1624012 406 1530012
21401 141211160520
011607 1 3240620063
01’820 01262 9242913
01121 103112206321
72226 17 3313240620
0626310529 1817040
1222406 0310182106
050115 353201327
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5.3.3. A method how to break the substitution key

a) Count the frequencies of the digit digraphs in the last table:

0 1 2345 6 7 8 9
o|- [10] -~ 3 1 4 [11] [3] - -
12332234
204 2 518 - 3 - - [3]
312 1 3 1 1 1

Rewrite the last table into the ciphertext grouping numerical digraphs repre-
senting the substitutions (cf. the table below). Then in the next step separate
vowels and consonants represented by digraphs using the following considera-
tions reflecting the basic rules of alternation of vowels and consonants in written
words: frame the most frequent digraph 06 as a vowel and strike from the cipher-
text the surrounding it digraphs (10, 22, 21, 05 etc. — they are candidates for
consonants). In the 2nd row frame the digraph 11 and strike out its neighbors.
In the 4th row frame the digraph 11 and 17 and in the next one the digraphs 17
and 29.

03 m.zzm 12 [07] 23 %Ex% 21.@5@24-

1}24@24-15 300&22 i oal 114 1j2-1¢ w 20
-1¢M1324-20-30 18 2026@24-13
-12 1103“22.32“22 26“3;3\,31);524-20
26 3}@5@1%@04@22 24-0;31}1}2:1

Try to substitute 06 = e, 01 = a, etc. We obtain the following substitution
table:

| 01 2 3 4 5 6 7 8 9
0 a b c ¢ d e & f g
1lh i j k I m n o p ¢q
2|{r T s § t u v w x Yy
3|1z 7z - :
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Cigan used here a plaintext of a real radiogram received by MND in Lon-
don on June 6, 1942. The used transposition and super-encryption passphrases
are taken from other sets of passphrases used at different occasions, although
Cigédn writes that they are his figment. The substitution table is a real one
designed for the mentioned Vanék = JINDRA.

5.3.4. Reconstruction of the used passphrases

We can also try to convert the obtained numeric form of the passphrase into
verbal text. In the positive case it is possible even to reveal the used book.
To do this it is usually necessary to decipher passphrases used during several
days, however.

a) We will first recover the transposition passphrase. First we split it into
segments determined by the breakpoints. Here under a breakpoint we understand
a place where the letters of the passphrase change, these are the places where
a greater number is located to the left of a smaller one.

At the same time we can frame successive numerical series, which could rep-
resent vowels. There should be from 6 till 8 of them among the total number
of 17 letters.

3 5 158 12 16 10 13 6 11 179 1 14 2 7 4

2

3 4

[6]

10 11

15 16 17

If we start with 1 = a, 5,6,7=e and 12,13,14 =0, 2 =b and 3,4 = c or d,
we obtain “ce” at the beginning and “sobecci 7 at the end. Numbers 8 and 9 must
belong to the group of letters FGHIJK, 10 and 11 to the group LMW and 15,
16, 17 to the group PRST.

If we substitute 15 = s, then 8 = k, and there unfolds almost the whole
passphrase “ceskoslo enskaobec”, up to a one missing letter. This is “v” the
18th letter of the passphrase, a letter which can be completed immediately by
anybody who understands Czech[5]

b) To reveal the super-encryption passphrase we proceed similarly. We know
that it originally consisted from the numbers 1-9 and 10-19 where in the last
case the ten digits were omitted. We face a problem how to divide them into
two groups accordingly.

60«zeskoslovenské obec” means in Czech “Czechoslovak community”. SP

86



APPLICATION AND MISAPPLICATION OF THE CZECHOSLOVAK STP CIPHER

We start with 10, which is clearly identified. Number 1 to the left repre-
sents 11. In 3rd row we have a long series 12-17 and in 4th row numbers 18
and 19.

The remaining numbers 1 till 9 we place in the bottom part of table in ac-

cordance with breakpoint rules. Finally we divide the text into vowels and con-
sonants (12-17, 1 and 6).

2 26 47 3 9 4 1 8 01 9 5 53 6 8 7
10

11
19

18

9

Let us try the substitutions: 1 = a, 2 =b,3 =Db,4 =¢, 5 =4d, 6 = e,
12—-17T=0,19=v,9 =k, 10 = k, 11 = 1 and 18 = s. Checking the text
we discover an error with the classification of 7 and 17. Change 17 on the 5th
position to “s” and substitute for 7 the letter “i”. We got the whole passphrase
“obec sokolskd v odboji” ]

5.4. “Express” method for breaking the super-encryption passphrase

Cigan also presents some other ideas how to break ciphers based on STP
cipher steps and used in the wireless communication between MND in London
and home resistance or external branch offices.

Neither the first nor the second cipher step of the STP cipher guaranteed
the security of the enciphered messages. This fact is mentioned as known to
authorities of the cipher department of MND in London in [30]. What led them
to fragmentize the whole STP cipher is not mentioned in the book.

The cryptanalysts of Funkabwehr easily solved the messages enciphered by
the first cipher system — it was a simple substitution. After breaking it and the
reconstruction of the enciphering tables of the first radiogram they immediately
detected whether the cipher is used or not used in the next intercepted telegram.
Though the radiograms of this class were not important, they contained infor-
mation about the radio traffic, and so reading of the radiograms of this class
simplified the work of the radio reconnaissance.

61The couple of passphrases “obec sokolsks v odboji” and “jindra vanitek” was used by
Vanék=JINDRA [I3] p. 82]. SP
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The cryptanalysts of Funkabwehr also did not have problems with the second
cipher system. They also knew how to convert numerical form of the passphrases
to their verbal form. Simultaneously they found out that the same substitution
is used as in the first cipher.

In Funkabwehr Headquarter in Berlin, where the solved but also unsolved
radiograms were gathered, quickly detected that the components of cipher sys-
tems are in relation to each other. Therefore suppose that the step S and T are
broken, and to unfold also the key of step P we can proceed using the following
algorithm:

a) Write down the known (numerical form) transposition password on a grid
paper. Take the radiogram to be solved and divide the number of its digits by
the passphrase length to obtain the format of the cipher matrix and draw it
under the password.

b) Fill successively the message digits in the cells in order indicated by the
password numbers 1, 2, 3, etc.

c) Mark the digits on the unit places in the following way. In the first row
there will be the digits on the places labeled by even “letter numbers”, in the
second one those with odd numbers, etc.

d) Then write the columns 1, 2, 3, etc. in rows of length 15 under each other.
Check whether the span of non-marked digits in each column does not exceed
the number of ten digits in the substitution table. If it is greater, do not continue
and go over to the next length 17. Repeat the above procedure until we obtain
coincidence between the span of the ten digits in the substitution table and the
span of non-marked digits obtained columns. Then fill the rest of the message
into the matrix, if its end is not reached.

e) Finally, write down the smallest digit from the used ten digits in each
column. When you are lucky enough you obtain the super-encryption passphrase
in numerical form. If not you got one of its 9 variants, and the STP cipher is
broken completely.

5.5. Further solution methods for breaking the transposition and
substitution keys

Above we reproduced a method how to break the transposition passphrase. It
is Cigdn’s original method. Its advantage it that we could work with a single
intercepted radiogram. It was based on an idea which employed the role of unit
digits of the substitution table. The step associated with the determination of
short and long columns is also his invention. As he notes the cryptanalysts of
Funkabwehr used a different method.

Their method derived benefit from the appearance of ten digits and not of
unit digits as above. We know that among them there are also some unit digits.
To separate both groups they used 2-3 messages of the same length. The solution
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then uses the fact that they are based on an unchangeable (fixed) ordering of
numbers a fact which enabled the solver to distinguish between ten and unit
digitsfd The remaining parts of a solution were then principally the same as
mentioned above. If no messages of the same length were intercepted in one day,
the method was not applicable. The occurrence of such groups of radiograms
could also be a result of a forgery of the adversary intelligence service or planted
agents (Thiimmel Agent A-547), however.

It was also possible to exploit more advantageous shapes of transposition
tables. The simplest ones are the complete rectangular tables-grids with the
columns of the same length. Another case are tables number with a small number
of long columns, or contrariwise with a small number of short columns. In such
case the so-called “hat method” is suitable, a method which is known to every
beginner
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