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ABSTRACT. Pairing based cryptography is one of the best security solution

that devote a lot of attention. So, to make pairing practical, secure and compu-
tationally efficient, we choose to work with extension finite field of the form Fpk

with k ≥ 12. In this paper, we focus on the case of curves with embedding de-

gree 18. We use the tower building technique, and study the case of degree 2 or 3
twist to carry out most arithmetics operations in Fp2 , Fp3 , Fp6 , Fp9 and Fp18 ,
thus we speed up the computation in optimal ate pairing.

1. Introduction

After the discovering of pairing-based cryptography, developers and re-
searchers have been studying and improving new techniques and methods for
constructing more efficiently implementation of pairings protocols and algo-
rithms. The first pairing is introduced by Weil Andre in 1948 called Weil pair-
ing, after that, more pairing are appeared like tate pairing, ate pairing and a lot
more. The benefice of Elliptic curve cryptosystems which was discovered by Neal
Koblitz [1] and Victor Miller [2] are to reduce the key sizes of the keys utilize
in public key cryptography. Some works like presented in [3] interested in signa-
ture numeric. The authors in [4] show that we can use the final exponentiation
in pairings as one of the countermeasures against fault attacks. In [5–7,13] Nadia
El and others show a study case of working with elliptic curve with embedding
degree 5, 9, 15 and 27. Also in [9–12] researchers show the case of working
with curve with embedding degree 18. In [8] they give a study of security level
of optimal ate pairing.
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In the present article, we seek to obtain efficient ways to pairing computation
for curves of embedding degree 18. We will see how to improve arithmetic oper-
ation in curves with embedding degree 18 by using the tower building technique.
We will give three cases studies that show, when we use a degree 2 twists, we
can handle most operations in Fp2 and Fp6 , and when we use a degree 3 twists,
we can handle most operations in Fp3 and Fp6 or Fp9 instead. By making use
of an tower building technique, we also improve the arithmetic of Fp9 and Fp6

in order to get better results. Finally we will compare these cases to know which
one is the optimal arithmetic path on Fp6 , Fp9 and Fp18

In this paper, we will investigate and examine what will happens in case
of optimal ate pairing with embedding degree 18.

The paper is organized as follow. Section 2 we recall some background on the
main pairing proprieties also ate pairing, and Miller Algorithm. Section 3 pre-
sents our tower building technique used in this work. Section 4 will presents
the optimal ate pairing used in our work. Finally, Section 5 we will calculate
the operation cost in this tower fields for each possible case and concludes this
paper.

2. Mathematical background

In everything that follows, E will represent an elliptic curve with equation
y2 = x3+ax+ b for a, b ∈ Fp with p prime number. The symbol aopt will denote
the optimal ate pairing. We shall use, without explicit mention, the following:

• p: a prime number;

• q = pk: a power of a prime number;

• G1 ⊂
(
E(Fp)

)
: additive group of cardinal n ∈ N

∗;

• G2 ⊂
(
E(Fpk)

)
: additive group of cardinal n ∈ N∗;

• G3 ⊂ F
∗
pk ⊂ μn : cyclic multiplicative group of cardinal n ∈ N

∗;

• E[r] or E(Fp)[r]: The subgroup of E(Fp) with order r;

• μn = {u ∈ F̄p|un = 1};
• P∞ : the point at infinity of the elliptic curve;

• k : the embedding degree: the smallest integer such that r divides pk− 1;

• fs,P : a rational function associated to the point P and some integer s;

• m, s, i: multiplication, squaring, inversion in field Fp;

• M2, S2, I2: multiplication, squaring, inversion in field Fp2 ;

• M3, S3, I3: multiplication, squaring, inversion in field Fp3 ;
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• M6, S6, I6: multiplication, squaring, inversion in field Fp6 ;

• M9, S9, I9: multiplication, squaring, inversion in field Fp9 ;

• M18, S18, I18: multiplication, squaring, inversion in field Fp18 ;

• πp: Frobenius map in field Fp;

• φ: Frobenius map in E(Fp).

2.1. Pairing definition and proprieties

���������� 2.1 ([16])� Let (G1,+), (G2,+) and (G3, ·) be three finite abelian
groups of the same order r. A pairing is a function:

e : G1 ×G2 −→ G3,

(P,Q) �→ e(P,Q)

with the following properties:

1− Bilinear: for all S, S1, S2 ∈ G1 and for all T, T1, T2 ∈ G2,

e(S1 + S2, T ) = e(S1, T )e(S2, T ),

e(S, T1 + T2) = e(S, T1)e(S, T2).

2− Non-degenerate: ∀P ∈ G1, there is a Q ∈ G2 such that e(P,Q) �= 1 and
∀Q ∈ G2, there is a P ∈ G1 such that e(P,Q) �= 1.
(∗) if e(S, T ) = 1 for all T ∈ G2, then T = P∞.

2.2 Frobenius map

For any element a ∈ Fpm , let us consider the following map

πp : Fpm → Fpm ,

a �→ ap
defined by:

πp(a) =
(
a1w + a2w

p + a3w
p2

+ · · ·+ amw
pm−1

)p

= a1w
p + a2w

p2

+ a3w
p3

+ · · ·+ amw
pm

= amw + a1w
p + a2w

p2

+ · · ·+ am−1w
pm−1

.

Note that the order of F∗
pm is given by pm − 1, that is, wpm

= w is satisfied.

− The map πp is specially called the Frobenius map.

− The Frobenius map for a rational point in E(Fq) is given by:
For any rational point P = (x, y),
Frobenius map φ is given by:

φ : E(Fq),→ E(Fq),

P (x, y) �→ (xq, yq),

P∞ �→ P∞.
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���������� 2.2 (Ate pairing)� The Ate pairing is define by

G1 = E[r] ∩ ker(φ− [1]) and G2 = E[r] ∩ ker(φ− [p]),

where φ denotes the Frobenius map over E(Fp). Let P ∈ G1, and Q ∈ G2 satisfy

φ(P ) = P and φ(Q) = [p]Q .

We note the ate pairing with a(Q,P ), such that:

a : G2 ×G1 −→ F
∗
pk/(F

∗
pk)

r,

(Q,P ) �→ a(Q,P ) = ft−1,Q(P )
pk−1

r ,

where ft−1,Q is the rational function associated to the point Q and integer t−1,
with t is the Frobenius trace of E(Fp).

ft−1,Q = (t− 1)(Q)− ([t− 1]Q)− (t− 2)(P∞).

2.2. Pairing-friendly elliptic curves

We will use the definition of pairing-friendly curves that is taken from [14].
The construction of such curves depends on the ability to find integers x, y
satisfying an equation of the form Dy2 = 4q(x)− t(x)2:
• q(x) and t(x) are polynomials.

• The parameter D is the Complex-multiplication discriminant fixed positive
integer.

3. Tower building technique for elliptic curve
with embedding degree 18

3.1. KSS-18 Curves

The equation of KSS-18 curve over Fp18 is given by,( [17]-pp. 9)

(E) : y2 = x3 + b, with b ∈ Fp .

Their polynomials p(x), r(x) and t(x) are parametrized by x such that:⎧⎪⎪⎪⎨
⎪⎪⎪⎩

p(x)=(x8+5x7+7x6+37x5+188x4+259x3+343x2+1763x+2401)/21,

r(x)=x6+37x3+343,

t(x)=(x4+16x+ 7)/7.

When x ≡ 14 mod 42. The exponent d = Φk(p)/r is a degree-42 polynomial
in the variable x and the ρ value is ρ = log2 p/ log2 r ≈ 1.33 . . .

106



TOWER BUILDING TECHNIQUE ON ELLIPTIC CURVE WITH EMBEDDING DEGREE 18

Table 1. Twists of curves.
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3.2. Twists of curves:

Let E be an elliptic curve of j-invariant 0, defined over Fp. We have:

with a, b ∈ Fp, j ∈ Fp3 and basis element j is the cubic non residue in Fp3 ,
i ∈ Fp3 and basis element j is the quadratic and cubic non residue in Fp3 .

Figure 1. Tower building of elliptic curve with embedding degree 18.

In the figure above, we can see that to build the elliptic curve E(Fp18), we have
three possible paths:

E(Fp)→ E(Fp2)→ E(Fp6)→ E(Fp18),

E(Fp)→ E(Fp3)→ E(Fp6)→ E(Fp18),

E(Fp)→ E(Fp3)→ E(Fp9)→ E(Fp18).

Each points P, Q, R in E(Fp) can be written in E(Fp18) linked to the path chosen
(see [9], pp. 4). Each rational point P ′′′, Q′′′, R′′′ ∈ G2 ⊂ E(Fp18) has a special
vector representation with 18 elements in Fp for each x′′′ and y′′′ coordinates.
Figure 2 below shows the structure of the coefficients of P ′′′ ∈E(Fp18) and its
cubic twisted isomorphic rational point P ′′ ∈ E(Fp6), which also has a cubic
twisted isomorphic rational point P ′∈E(Fp2), that lead to a quadratic twisted
isomorphic rational point P ∈ E(Fp).
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Figure 2. Easily mapping and remapping between P, P ′, P ′′ and P ′′′.

The same for other paths

Q′′′(x′′′, y′′′) =
(
(0, . . . , 0, a, 0, 0, 0), (0, 0, 0, 0, 0, 0, 0, 0, b, 0, . . . , 0)

)
with x′′′, y′′′ ∈ F((p3)3)2 = Fp18 ,

Q′′(x′′, y′′) =
(
(0, 0, 0, 0, 0, 0, 0, a, 0), (0, 0, 0, 0, b, 0, 0, 0, 0)

)
with x′′, y′′ ∈ F(p3)3 = Fp9 ,

Q′(x′, y′) =
(
(0, 0, a), (0, b, 0)

)
with x′, y′ ∈ Fp3 ,

Q(x, y) = (a, b)

with x, y ∈ Fp.

R′′′(x′′′, y′′′) =
(
(0, . . . , 0, a, 0, 0, 0), (0, 0, 0, 0, 0, 0, 0, 0, b, 0, . . . , 0)

)
with x′′′, y′′′ ∈ F((p3)2)3 = Fp18 ,

R′′(x′′, y′′) =
(
(0, 0, 0, 0, a, 0), (0, 0, b, 0, 0, 0)

)
with x′′, y′′ ∈ F(p3)2 = Fp6 ,

R′(x′, y′) =
(
(0, 0, a), (0, b, 0)

)
with x′, y′ ∈ Fp3 ,

R(x, y) = (a, b)

with x, y ∈ Fp.
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4. Optimal ate pairing on elliptic curves with embedding
degree 18

Let E be an elliptic curve defined over Fp with p > 3 according to the following
short Weierstrass equation

E : y2 = x3 + ax+ b.

���������� 4.1 (Optimal ate pairing on elliptic curves with embedding
degree 18)�
The Optimal ate pairing on elliptic curves with embedding degree 18 is define
for

P ∈ G1 and Q ∈ G2.

We note it aopt, such that:

aopt : G2 ×G1 −→ G3

(Q,P ) �→ aopt(Q,P ) = fx,Q(P )
p18−1

r

For optimal ate pairing with embedding degree 18 ([19], pp. 30), we have

(Q,P ) �→ (
fx,Q · fp3,Q · lx[Q],[3p]Q(P )

) p18−1
r

with lA,B denotes the line through points A and B,

Algorithm 1 Optimal ate pairing with embedding degree 18

Input: P ∈ G1, Q ∈ G′
2

Output: aopt(Q,P )

1: f ← 1, T ← Q
2: for i = llog2(l)−1 down to 0 do

3: f ← f2 · lT,T (P ), T ← [2]T
4: if li = 1 then
5: f ← f · lT,Q(P ), T ← T +Q
6: end
7: end
8: f1 ← fp

9: f ← f · f1
10: Q1 ← x[Q], Q2 ← [3p]Q
11: f ← f · lQ1,Q2

(P )

12: f ← f
p18−1

r

13: return f
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The cost of line 3 is 3Mk + 2Sk + Ik.

The cost of line 5 is 3Mk + Sk + Ik.

	
��������� 4.1�
In miller algorithm we have that the final exponentiation is p18−1

r . The efficient
computation of final exponentiation take a lot of attention. Because this expo-
nentiation can be divide into two parts as follow:

p18 − 1

r
=

(
p18 − 1

φk(p)

)
·
(
φk(p)

r

)
.

Remark 1� We can take

A =
p18 − 1

φk(p)
and d =

φk(p)

r
,

so that

f
p18−1

r =
(
fA

)d
.

The goal of this final exponentiation is to raise the function f ∈ Fpk in the

miller loop result, to the
(
p18−1

r

)th
power. As we see above, this can be broken

into two part,

p18 − 1

r
=

(
p18 − 1

φk(p)

)
·
(
φk(p)

r

)
.

Computing fA = f
p18−1
φk(p) is considered easy, consting only a few multiplications

and inversions, and inexpensive pth powering in Fpk . But the calculation of the

power d = φk(p)
r is a more hard to do.

We can see that

p18 − 1 =
(
p9 − 1

)(
p9 + 1

)
or p18 − 1 =

(
p6 − 1

)(
p12 + p6 + 1

)
.

So

p18 − 1

r
= (p6 − 1)

(
p12 + p6 + 1

r

)
or

p18 − 1

r
= (p9 − 1)

(
p9 + 1

r

)
.

Curve Final exponentiation Easy part Hard part

KSS-18 p18−1
r

p6 − 1 p12+p6+1
r

KSS-18 p18−1
r p9 − 1 p9+1

r
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The exponentiation f
p18−1

r can be computed using the following multiplication-
powering-inversion chain:

• f → fp → (
(fp)p

)p
= fp

3 → (
(fp

3

)p
3)p3

= fp
9

,

f → fp
9

f
= fp

9−1,

f → fp
9 · f = fp

9+1,

f → fp
9−1 · fp9+1 = fp

18−1 → f
p18−1

r .

The cost to calculate f
p36−1

r is 5(p− 1)Mk + 2Ik + 2Mk or:

• f → fp → (
(fp)p

)p
= fp

3 → (
fp

3)p3

= fp
6 → (fp

6

)p
6

= fp
12

,

f → fp
6

f
= fp

6−1,

f → fp
12 · fp6 · f = fp

12+p6+1,

f → fp
6−1 · fp12+p6+1 = fp

18−1 → f
p18−1

r .

The cost for computing f
p36−1

r is 5(p−1)Mk+2Ik+3Mk. So with working with
the first case is a slight better than second case, so the cost of miller algorithm
in this case is

l

2
(6MK + 3Sk + 2Ik) + 5(p− 1)Mk + 6Mk + Sk + 3Ik .

5. Operation cost in the tower fields of Fp18

5.1. Arithmetic in the Tower Fields of Fp18

The main building block of pairing computation is extension-field arithmetic.
Hence, its efficient implementation is crucial. A popular choice consists of im-
plementing the extension field through a tower of extensions, with appropriate
choices of irreducible polynomials in all possible cases:

In the table below we considers 3|(p− 1) and β is a quadratic and cubic non
residue in Fp.
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5.2. Cost of operations

To calculate the cost of multiplication, squaring and inversion in the fields
Fp6 , Fp9 and Fp18 , we will compute each operation depend on each chosen case.
We already know that the cost of multiplication, squaring and inversion in the
quadratic field Fp2 are 3m, 2m, 4m+ i, respectively ([18]).
Also, the cost of multiplication, squaring and inversion in the cubic twisted field
Fp3 are 6m, 5s, 9m+ 2s+ i, respectively [18]).

First case:

Fp2 → Fp6 → Fp18 .

• M2 = 3m.

• M6 = (M2)Fp3
= (3m)Fp3

= 3M3 = 3× 6m = 18m.

• M18 = (M6)Fp3
= (18m)Fp3

= 18M3 = 18× 6m = 108m

• S2 = 2m.

• S6 = (S2)Fp3
= (2m)Fp3

= 2M3 = 2× 6 = 12m.

• S18 = (S6)Fp3
= (12m)Fp3

= 12M3 = 12× 6 = 72m.

• I2 = 4m+ i.

• I6 = (I2)Fp3
= (4m + i)Fp3

= 4M3 + I3 = 4 × 6m + 9m + 2s + i =
33m+ 2s+ i.

• I18 = (I6)Fp3
= (33m+2s+ i)Fp3

= 33M3+2S3+ I3 = 33× 6m+2×
5s+ 9m+ 2s+ i = 207m+ 12s+ i.

Second case:

Fp3 → Fp6 → Fp18 .

• M3 = 6m.

• M6 = (M3)Fp2
= (6m)Fp2

= 6M2 = 6× 3m = 18m.

• M18 = (M6)Fp3
= (18m)Fp3

= 18M3 = 18× 6m = 108m.

• S3 = 5s.

• S6 = (S3)Fp2
= (5s)Fp2

= 5S2 = 5× 2m = 10m.

• S18 = (S6)Fp3
= (10m)Fp3

= 10M3 = 10× 6m = 60m.

• I3 = 9m+ 2s+ i.

• I6 = (I3)Fp2
= (9m + 2s + i)Fp2

= 9M2 + 2S2 + I2 = 9 × 3m + 2 ×
2m+ 4m+ i = 35m+ i.

• I18 = (I6)Fp3
= (35m+ i)Fp3

= 35M3 + I3 = 219m+ 2s+ i.
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Third case:

Fp3 → Fp9 → Fp18 .

• M3 = 6m.

• M9 = (M3)Fp3
= (6m)Fp3

= 6M3 = 6× 6m = 36m.

• M18 = (M9)Fp2
= (36m)Fp2

= 36M2 = 36× 3m = 108m

• S3 = 5s.

• S9 = (S3)Fp3
= (5s)Fp3

= 5S3 = 5× 5s = 25s.

• S18 = (S9)Fp2
= (25s)Fp2

= 25S2 = 25× 2m = 50m.

• I3 = 9m+ 2s+ i.

• I9 = (I3)Fp2
= (9m + 2s + i)Fp3

= 9M3 + 2S3 + I3 = 9 × 6m + 2 ×
5s+ 9m+ 2s+ i = 63m+ 12s+ i.

• I18 = (I9)Fp2
= (63m+ 12s+ i)Fp2

= 63M2 + 12S2 + I2 = 217m+ i.

Table 2. Cost of operations in each tower fields

Path Field Operation Cost

Path1

Fp2 : M2, S2, I2 3m, 2m, 4m+ i

Fp6 : M6, S6, I6 18m, 12m, 33m+ 2s+ i

Fp18 : M18, S18, I18 108m, 72m, 207m+ 12s+ i

Path2

Fp3 : M3, S3, I3 6m, 5s, 9m+ 2s+ i

Fp6 : M6, S6, I6 18m, 10m, 35m+ i

Fp18 : M18, S18, I18 108m, 60m, 219m+ 2s+ i

Path3

Fp3 : M3, S3, I3 6m, 5s, 9m+ 2s+ i

Fp9 : M9, S9, I9 36m, 25s, 63m+ 12s+ i

Fp18 : M18, S18, I18 108m, 50m, 217m+ i

In the tables above, we give the overall cost of operations in each the tower
fields. We found that the cost of multiplication is the same whatever the path,
however the cost of squaring and inversion change on the path, so we can see
that the minimal cost for squaring is
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On path 1:

l

2
(6M18 + 3S18 + 2I18) + 5(p− 1)M18 + 6M18 + S18 + 3I18

= (688, 6l+ 540p+ 949, 8)m.

On path 3:

l

2
(6M18 + 3S18 + 2I18) + 5(p− 1)M18 + 6M18 + S18 + 3I18

= (656l+ 540p+ 929)m.

So we found that the optimal path to do this calculation is when we chose the
third path, so the best path for tower building the elliptic curve of embedding
degree 18 is:

Fp −→ Fp3 −→ Fp9 −→ Fp18 .

Security

We shall suppose that Fq is a prime power field, and we set q = p18, in
order for a pairing-based cryptosystem to be secure, the field Fp18 must be large
enough so that discrete logs cannot feasibly be found using the best available
algorithms (the number field and function field sieves). In order to determine
the advantage of the proposal, we applied the proposed mapping technique from
rational point Q ∈ G2 ⊂ E(Fp18) to its isomorphic point

Q′ ∈ G
′
2 ⊂ E′(Fp2) or Q′ ∈ G

′
2 ⊂ E′(Fp3).

The resulted points are re-mapped to G2 in Fp18 . Scott et al. [15] has proposed
the size of characteristics p to be 508 to 512-bit with order r of 376 to 384-bit
for 192-bit security level.

This table below shows the minimum size of p and r to have ρ � 4
3 , and so

we yield the security level required.

Curve Pairing k G2 Bits Towering log2 p log2 r ρ

KSS-192 aopt 18 Fp2 512 1-2-6-18 508 376 � 4
3

KSS-192 aopt 18 Fp3 512 1-3-6-18 508 376 � 4
3

KSS-192 aopt 18 Fp3 512 1-3-9-18 511 378 � 4
3

Conclusion

In this paper, we give some methods for tower building of extension of finite
field of embedding degree 18. We prove that there is two efficients constructions
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of these extensions of degree 18. We prove that by using a degree 2 or 3 twist,
we handle to perform most of the operations in Fp2 or Fp3 or in Fp6 or Fp9 , Fp18 .
By using this tower building technique, we also improve the arithmetic of Fp6 ,
Fp9 and Fp18 in order to speed up multiplication, squaring and inversion, and
found the optimal path for tower building this field with the minimal cost.
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